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OIIPEJAEJIEHUA

B HaCTOAICM JOKYMCHTC UCIIOJIB3YIOTCA CIICAYIOIUC TCPMUHBI U UX OMPCACIICHUS.

ABTOMATH3HMPOBAHHAsI CHCTEeMAa — CHUCTEMa, COCTOsAIIas U3 MEepPCoHaia U KOMIUIEKCA CPEJCTB
ABTOMATHU3AIIMHU €T0 JIEATEIIbHOCTH, PEalIM3yIoIIasi HHPOPMAITMOHHYIO TEXHOJIOTHIO BBITOJHEHUS
YCTaHOBJICHHBIX (PYHKIIMH.

AyTeHTH(l)HKaIII/IH oTnpaBuTe/Isi JdaHHBIX — TIMOATBCPKIACHUC TOro, 4YTO OTHPABUTCIIb
MMOJIYYCHHBIX TaHHBIX COOTBETCTBYCT 3asdBJICHHOMY.

be3onacHocTh MNEPCOHAJTBHBIX JAHHBIX — COCTOAHUC 3aAIMUINCHHOCTH IMCPCOHAIBHBIX JAHHBIX,
XapaKTEpHU3yeMoc CIIOCOOHOCTBIO HOHBSOBaTeJIeﬁ, TEXHUYCCKHUX CPEACTB U I/IH(bOpMaI_II/IOHHBIX
TEXHOJIOTUH 00€CIeUYHTh KOH(l)I/II[eHLII/IaHBHOCTb, HECJIOCTHOCTh U HOCTYINHOCTH NCPCOHAJIBHBIX
JAHHBIX ITPU UX 06pa60T1<e B HH(i)OpMaHI/IOHHBIX CUCTEMAX MEPCOHATIBHBIX JaHHBIX.

Buomerpuueckne mepcoHATbHbIE JAaHHBIE — CBEICHUS, KOTOPBIC  XapaKTEPH3YIOT
(u3nosornueckue OCOOCHHOCTH 4YEIOBEKa W HA OCHOBE KOTOPBIX MOXXHO YCTaHOBUTH €rO
JMYHOCTh, BKIIOYas (ororpaduu, OTIEYATKH MajbIeB, 00pa3 CETYATKH IJ1a3a, OCOOCHHOCTH
CTPOCHUSI Tela U IPYT'YI0 NOA00HYI0 HH(POPMALIHIO.

BiioknpoBaHne nepcoHANBLHBIX JAHHBIX — BPEMEHHOE TIpeKpalieHne coopa, CUCTeMaTU3aluH,
HAKOIUICHUSI, HMCIOJIB30BaHMS, PaclpOCTPaHEHHs, NEPCOHATBHBIX TaHHBIX, B TOM YHUCIE HX
Hepeaavn.

Bupyc (kOMIbIOTEpHBIH, NPOrpaMMHBIN) — MCHOJHAEMbId IPOrPAMMHBIA  KOJ WM
MHTEpPIpPETUPYEMBbIE HA0Op MHCTPYKLMHA, OOJajaroluii CBOWCTBAMU HECAHKIIMOHUPOBAHHOIO
pacnpocTpaHeHus: U caMoBocIipousBeieHus. Co3naHHble N1yOIUKaThl KOMIIBIOTEPHOTO BUpYyCa HE
BCErJa COBIAJAIOT C OPUTHHAJIOM, HO COXPAHSAIOT CIOCOOHOCTh K JIajbHEHIIEMY
pacupoCTPaHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocsas  mporpamMma —  nporpaMma, —IIpeAHa3Hay€HHas Ul OCYILIECTBIICHMS
HECAHKLIMOHUPOBAHHOTO JI0CTYINA U (UJIM) BO3JEHCTBUS HA NEPCOHANbHBIE JaHHbBIE I PECYPCHI
UH(POPMAITMOHHON CUCTEMBI IEPCOHANBHBIX TAaHHBIX.

BcecnomorarebHbIe TEXHHYECKHE cpeacrBa U CUCTEMbI — TEXHHYCCKUE CPCIACTBA U CUCTEMEI,
HEC TPCAHA3HAYCHHBIC [JId Hepcaavu, O6pa6OTKI/I U  XpaHCHUA TICPCOHATIBHBIX OaHHBIX,
YCTAHABJIIMBACMBIC COBMECTHO C TCXHUYCCKUMU CPCACTBAMH U CUCTCMAMU, NNPCAHA3ZHAUCHHBIMU
JUIA O6pa6OTKI/I NEPCOHAJIBHBIX JIAHHBIX WM B TIOMCHICHHAX, B KOTOPBIX YCTAHOBJICHBI
I/IH(I)OpMaLII/IOHHBIe CUCTCMBI IICPCOHAJIBHBIX NAHHBIX.

JlocTyn B onepauioHHYI0 cpeay KoMIboTepa (MHGOPMAaMOHHOI CHCTEMBbI MEPCOHAJBHBIX
JAAHHBIX) — OJyYeHHE BO3MOXKHOCTH 3aITyCKa Ha BBITIOJIHEHHE IITATHBIX KOMaH]I, (DYHKIMI, poLieyp
OTEPALMOHHON CUCTEMBI (YHUUTOXKEHUS, KOITMPOBAHUS, TIEPEMEIIEHHS U T.I1.), UCHIOJIHIEMBIX (haiiioB
MPUKJIATHBIX [IPOrPaAMM.

I[OCTyl'l K I/IH(l)OpMaIH(II/I — BO3MO’KHOCTbD ITOJTY4YCHUA I/IH(i)OpMaI_[I/II/I " €€ UCITIOJIb30BaHMA.

3ak/aq04HOe YCTPOMCTBO — JJIEMEHT CpEACTBA CheMa HH(OpPMAIMH, CKPBITHO BHEAPSEMBII
(3aKyIapIBaEMbIi MM BHOCHMBIN) B MeCTa BO3SMOXKHOIO cheMa HH(popMaimu (B TOM 4YHCIE B
OrpaKJIeHNE, KOHCTPYKIHIO, 000pYIOBaHKE, IIPEMETHI MHTEPhEPa, TPAHCIIOPTHEBIE CPEJICTBA, A TAKKE B
TEXHUYECKHE CPEZICTBA U CUCTEMBI 00pabOTKHU HHPOPMALIUN).

3ammmaemass uHpopManus — uHpOpMAIWS, SABLIOINAACS IPEIMETOM COOCTBEHHOCTH U
HOJUISKAIIAsT 3allUTEe B COOTBETCTBUU C TPEOOBAHMSMH IPABOBBIX JOKYMEHTOB MM TPEOOBAHUSMH,
yCTaHABJIMBAaEMbIMU COOCTBEHHHKOM MH(OpMAIUH.

HNnentnduxanust — mnpucBoeHue cyObekTaM M OOBEKTaM JOCTyNa WJASHTU(UKaTopa U (WIn)
CpaBHEHHE NPEABSBIISIEMOTr0 HICHTH(HKATOpA C TIepeUIHeM IMPHUCBOSHHBIX WACHTH(PHKATOPOB.
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HNudopMaTUBHBIN CHTHAJ — JIEKTPHYCCKUE CHTHAIIBI, aKYCTHYECKHE, STIEKTPOMATHUTHBIC U PyTHe
(brBrYecKre TIoNsI, TI0 TMapamMeTpaM KOTOPBIX MOMKET ObITh pacKpbiTa KOH(MHICHITMATbHAS WHPOpMAITUs
(mepcoHaTBHBIC JaHHBIE) 00pabaThIBacMast B TH(POPMAITMOHHOM CCTEME TIEPCOHATIBHBIX JaHHBIX.

Nudopmanmuonnass cucrema mnepcoHajdbHbIXx JAaHHbIX (MCIIAn) - wuHpOpMaMOHHAS
CUCTEMa, TPEJICTaBJIAIoNas CO00W COBOKYITHOCTHh MEPCOHATBHBIX JAHHBIX, COJEPKAIIMXCS B
0a3e NaHHBIX, a TaK)Ke HHPOPMAIIMOHHBIX TEXHOJIOTHM U TEXHUYECKUX CPEJCTB, MO3BOJISIOIINX
OCYIIECTBIISAITh 00pa0OTKY TaKWX IEPCOHATBHBIX MJAHHBIX C WCIOJIb30BAHUEM CPEICTB
aBTOMAaTHU3aINK WU 0€3 UCIOJIb30BAHUS TAKUX CPECTB.

HNudopmanuoHHble TEXHOJOTHMH — TIPOIECCHl, METONIBI TIOMCKA, cOOpa, XpaHeHWs, 0O0paboTKH,
MPENIOCTABIICHHS, PACIIPOCTPAHEHUSI MH(GOPMAIIMK M CITIOCOOBI OCYIIECTBICHUS TAKUX IPOIECCOB U
METOJOB.

Hcnonb30BaHue MEPCOHATBHBIX JAAHHBIX — JCHWCTBHS (ONEpanyuy) C IEPCOHAIBHBIMU
JAHHBIMH, COBEpIIAEMbIE ONEPATOPOM B LEJSIX NPUHATHUS PEHICHUH WIM COBEPIICHHS HHBIX
JCUCTBHHN, TIOPOKAAIOMINX IOPHIMUECKHUE TIOCIEACTBHS B OTHOLICHUH CyOBEKTa MEPCOHATBHBIX
JAHHBIX WIN JAPYIHX JIAI JIMOO MHBIM 00pa3oM 3aTparuBarollyX IpaBa U CBOOOIBI CyObeKTa
NePCOHATIBHBIX TAHHBIX MJIH APYTHX JIHII.

Hcrounnk yrpossl 6esonacHocTu mHGoOpManum — CyObeKT JI0CTyIa, MaTEpUAIbHBIN OOBEKT WU
(u3HrUecKoe SIBIEHKE, SIBISIOIINECS IPUUUHON BOSHUKHOBEHHUS YTPO3bl 0€3011aCHOCTH UH(OPMALIHH.

KoHTpoaupyemas 30Ha — POCTPAHCTBO (TEPPUTOPHS, 3IAHNE, YACTh 3/IaHNs], IOMEIICHHE), B KOTOPOM
UCKITFOYECHO HEKOHTPOJIMPYEMOe MPeObIBAaHNE TTOCTOPOHHUX JIHII, 4 TAKXKE TPAHCIIOPTHBIX, TCXHUYECKUX U
HHBIX MATCPHUAIbHBIX CPECICTB.

KOH(l)PlIlEHHI/IaJIbHOCTB NMEPCOHAJIBbHBIX JAHHBIX — o0s3aTebHOE I CO6J'IIOI[CHI/IH OrepaTopom
WIM HMHBIM HOJIYYMBHIMM JOCTYII K HNEPCOHAIBHBIM JaHHBIM JIMIIOM Tpe6OBaHI/Ie HC OOIYCKaTb HX
PpacIipoCTpaHCHUC 0e3 coriacus cy61,eKra IICPCOHAIIbHBIX JAHHBIX WM HAJIWYHSA HHOI'O 3aKOHHOI'O
OCHOBAaHM:I.

Me:kceTeBoil 3KpaH — JOKaIbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHATLHO-PACIPEIETICHHOE
MporpaMMHOE  (IIPOrpaMMHO-AIMIApaTHOE) CPEICTBO  (KOMIUIEKC), peai3yrolliee KOHTPOJIb 32
uHpopMalMel, nocTynaromell B HH(MOPMALMOHHYIO CHCTEMY IEpPCOHANBHBIX JAaHHBIX MU (WJIN)
BBIXOJIAILEN N3 HH(POPMALIMOHHON CUCTEMBI.

Hapymmreab 0e30MaCHOCTH NEPCOHAJTBHBIX JAHHBIX — (U3MUecKoe JMIO, CIy4ailHO WM
NPEHAMEPEHHO COBEPILAIOIIEE JEHCTBUSA, CIEICTBUEM KOTOPBIX SIBISETCS HApyLIEHHE Oe30MacHOCTU
NEPCOHANBHBIX JIAHHBIX MPH X 00paboTKe TEXHUMYECKUMH CPEICTBAMU B MH(OPMALMOHHBIX CHCTEMax
MEPCOHATBHBIX ITAaHHBIX.

HeaBromaTn3upoBaHHasi 00padoTKa MepPCOHATBHBIX JAHHBIX — 00pabOTKa MepPCOHATBHBIX
JaHHBIX, COJAEpXKalUXCcd B HMHPOPMAIMOHHON CHUCTEME TIEPCOHAJBHBIX JIaHHBIX JIHOO
U3BJICUEHHBIX U3 TaKOW CHCTEMBI, CUMTAETCS OCYILECTBIEHHONW 0€3 HCIOIb30BAaHUS CPENCTB
aBTOMAaTH3alK (HEaBTOMATU3UPOBAHHOM), €CIIM TaKue JEHCTBUS C MEPCOHAIbHBIMU JaHHBIMU,
KaK HCIIOJIb30BAHNE, YTOUHEHHE, PACIPOCTPAHEHHE, YHUYTOXKEHHE NEPCOHAIBHBIX JAHHBIX B
OTHOIIEHMH KaXJO0ro M3 CYObEKTOB NEPCOHAIbHBIX JAaHHBIX, OCYIIECTBISIOTCS IpHU
HEINOCPEICTBEHHOM Y4aCTHH YEJIOBEKA.

HenekapupoBaHHbIe BO3MOKHOCTH — (DYHKIIMOHATIBHBIE BO3MOKHOCTH CPEJICTB BEIYMCITHTETEHON
TEXHUKH, HE ONMCAHHBIE WM HE COOTBETCTBYIOIME OMMCAHHBIM B JIOKyMEHTALIMH, TTPU UCHIOIb30BAaHUN
KOTOPBIX ~BOSMO)KHO ~ HApyIICHWE KOH(WACHIMAIBHOCTH, JOCTYTHOCTH WM  IIEJIOCTHOCTH
00pabateiBaeMoii HHYOPMAITHH.

HecaHKuMOHUPOBAHHBIH  J0CTYNl (HECAHKUMOHUPOBAHHbIC JAEHCTBHMA)— JOCTyD K
uHpOpMALIMM WM JEHCTBUSA C MH(OpMaIMel, Hapyllalolye MpaBiia pasrpaHHMYeHus] JIOCTYNa C
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HCIIOJIb30BAHUCM  IITATHBIX  CPCACTB, IPCIAOCTABIIACMbBIX I/IH(I)OpMaI_II/IOHHBIMI/I CUCTEMaMU
NEPCOHATBHBIX TaHHBIX.

Hocutesab unpopmanuu — Gr3UUecKoe JIMLO WM MAaTepUANIbHBIA 00BEKT, B TOM uHcie (pusnueckoe
noje, B KOTOPOM HMH(OpMaIys HaXOIUT CBOE OTPHKCHHE B BHJE CHMBOJIOB, OOpa3OB, CHIHAJIOB,
TEXHUYECKHX PEIICHUH U TIPOLIECCOB, KOIMYECTBEHHBIX XaPAKTEPUCTUK (PU3MUECKUX BEINYHH.

O0e3iMYMBaHNe NMEPCOHAJIBHBIX JAAHHBIX — ICHCTBUS, B PE3YJIbTAaTe KOTOPBIX HEBO3MOXKHO
OINpPEAEIUTh NPUHAAIEKHOCTh NIEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY IEpPCOHAJIbHBIX
JAHHBIX.

O0padoTka mNepCcOHAJbHBIX [JAHHBIX — JeicTBUA (ONEpaly) C HEPCOHAIBHBIMU JIaHHBIMHU,
BKJIFOYast cOOp, CHUCTEMATH3ALMIO, HAKOILUIEHWE, XpaHEHWe, yTouHeHHue (OOHOBIIEHHE, W3MEHEHHE),
UCIIOJIb30BAaHUE, PACIIPOCTPaHEHHE (B TOM YHMCIE Iepenady), o0e3IMuYMBaHuE, OJOKMPOBAHHUE,
YHUUTOKEHHE [IEPCOHATIBHBIX TaHHBIX.

OO0meaocTynHbIe NnepcoHabHbIe  JIaHHbIE —  TEPCOHAJbHBIC JIaHHEIE, JOCTYTI
HEOTrPAaHMYEHHOT0 Kpyra JIMI K KOTOPBIM IPEIOCTaBICH C COIIachs CyObeKTa IMEepCOHATbHBIX
JMAHHBIX WX Ha KOTOPHIE B COOTBETCTBHH C (eJepalbHBIMUA 3aKOHAMH HE PaCIpOCTPAHICTCS
TpeboBaHue COOMIOICHUS KOH(PHUICHIIMAITBHOCTH.

Omneparop (mEepCOHAJBHBIX [JAaHHbIX)— TOCYJAPCTBEHHBIM OpraH, MYHULMIIAIBHBIA OpraH,
IOpUAMYEcKoe WM (PU3MYEecCKoe JMIIO0, OpraHusymomee W (WiM) OCYIIECTBISIONIee 00paboTKy
NIEPCOHANTBHBIX JTAHHBIX, a TAKOKEe ONPEACIIONIME e U CoAepKaHue 0OpabOTKH MepCOHATBHBIX
JAHHBIX.

Texnuyeckue cpeacrBa HH(POPMANMOHHONW CHCTEMBbI MEPCOHATBHBIX JAHHBIX — CPEJICTBA
BBIUKCITUTEIILHON TEXHUKH, HHPOPMAIIMOHHO-BBIMUCITUTEIIbHBIC KOMILICKCHI M CETH, CPEIICTBA i CUCTEMbI
nepeaun, npuemMa u oOpabotkum I[IJIH (cpemcTtBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHS,
3BYKOBOCIIPOM3BE/ICHUSI, TIEPETOBOPHBIC W TEJICBH3UOHHBIC YCTPOMCTBA, CpEICTBA HM3IOTOBJICHUS,
THPKUPOBAHKS JOKYMEHTOB U JPyrie TEXHMYECKHE CPEICTBA 00PaOOTKM PeueBoid, rpaduueckoi, BUIeo
U OykBeHHO-IM(POBOI MHGOpPMAIMK), TIPOrpaMMHBIE CPENICTBA (OMEPALMOHHBIE CHCTEMBI, CHCTEMbI
yhpapieHuss 0Oa3aMyl  JaHHBIX ©  T.aL), CPEACTBA 3alUThl WHGOpPMAIMH, TPUMEHSIEMbIC B
MH(OPMAIMOHHBIX CUCTEMAX.

IlepexBaT (MH(pOpManMu) — HENPABOMEPHOE MOIYYEHHE HH(OpPMALMM C HCIIOJIb30BAaHUEM
TEXHUYECKOTO  CpEJICTBAa, OCYLIECTBIAIOUIEr0  OOHapykeHHe, INpueM U  00paboTKy
MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIe — r00as MHGpOpMaLUs, OTHOCALIAACA K ONPENEICHHOMY WM
OnpenenseMOMy Ha OCHOBAaHMM TakoM uHpopMmManuu QusnueckoMy Juiy (CyObekTy
NEPCOHANBHBIX JIaHHBIX), B TOM YHUCIIe ero (paMHUIIus, UM, OTUECTBO, I'0J], MECSIL, 1aTa U MECTO
POXJAEHUs, aJapec, CEeMEHHOe, COLHUAIbHOE, MMYILECTBEHHOE IIO0JN0KEHUEe, 00pa3oBaHUE,
npodeccus, 10X01bl, Apyras HH(OpMAIHSL.

ITo0ouHbIE JICKTPOMAIrHUTHBIC HU3JYYCHUSA M HABOAKH — DJBJICKTPOMArHUTHBIC H3JIIYYCHHUA
TCXHUYCCKUX CPCACTB O6pa6OTKI/I 38.IHHIH8.€MOI>’I HH(bOpMaHHH, BO3HHUKAIOIIHNEC KakK MMOOOYHOE
SABJICHUC W BBI3BAHHBLIC JJICKTPUUYCCKUMU CUTHATIaAMHU, I[efICTBYIOHIHMH B HX DJJICKTPHYCCKUX U
MAarauTHBIX LCIIAX, a TAKXKC DJICKTPOMAIrHUTHBIC HABOAKH 3THUX CUTI'HAJIOB HAa TOKOIIPOBOIAIINC
JIMHUHA, KOHCTPYKIWHU U LCIIU ITUTaHUA.

IMoanTHKA «4MCTOr0 CTOJIA» — KOMIUIEKC OPTaHU3AIIMOHHBIX MEPOIMPHUATHI, KOHTPOJIUPYIOIIHX
OTCYTCTBHE 3aITMChIBAaHUS Ha OyMa)kKHbIE HOCUTENH KJIIOUYEH M aTpuOyTOB JOCTyma (MmapoJieid) u
XpaHeHUsl uX BOJIHM3U OOBEKTOB JOCTYIIA.

Hoab30BaTe b MHPOPMANUOHHON CHCTEMBbI MEPCOHAIBHBIX JAHHBIX — JIMIO, YYACTBYIOIIEE
B (YHKIIMOHUPOBAHUH WH(GOPMAITMOHHOW CUCTEMbI IEPCOHABHBIX JAHHBIX WM HCIIONB3YOIee
pe3ynbTaThl €¢ (YHKIIMOHUPOBAHUS.
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I[IpaBuia pasrpaHuyeHuss AOCTYNA — COBOKYIMHOCTh MPAaBWI, PErIaMEHTHPYIONINX IIpaBa
JIOCTYTIa CYObEKTOB JIOCTyNa K 00bEKTaM JI0CTyTIA.

IIporpamMHasi 3aKjajgkKa — KOJ NpPOTrpaMMbI, NpPEAHAMEPEHHO BHECEHHBI B MPOrpaMMmy C
HEeIbI0 OCYIIECTBUTH YTEUKY, W3MECHUTh, OJOKMPOBATH, YHHYTOXHUTh HWH(GOpMANMIO WU
YHUYTOXXUTh U MOAM(DUIMPOBATH HpPOTpaMMHOE obOecriedeHrne WH(GOPMAIMOHHONH CHUCTEMBI
HepCOHAJILHBIX TAHHBIX U (MJIH) OJOKUPOBATH anmapaTHBIe CPEICTBA.

IIporpaMmmHoe (MpOrpaMMHO-MaTeMaTH4YecKoe) BO3AeHCTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICIICTBUE HA PECYPChl aBTOMATU3UPOBAHHOW MH(OPMALIMOHHON CUCTEMBI, OCYIIECTBIISIEMOE C
MCII0JIb30BAaHUEM BPEIOHOCHBIX MPOTPaAMM.

PackpbiTHe NepPCOHANBHBIX JAHHBIX — YMBIIUIEHHOE WM  ClIydailHOe HapylleHHe
KOH(UICHIIMATLHOCTY IEPCOHAIBHBIX JaHHBIX.

PacnipocTpaHeHne mNepCcOHANBbHBIX [JAHHBIX — [CHCTBUS, HaNpaBICHHBIE Ha Iepenady
NEPCOHAIBHBIX JAHHBIX ONPEAEICHHOMY KpYTy JIUI (Ilepeadya NepCoHaNbHBIX JaHHBIX) WM Ha
O3HAKOMJICHHE C II€PCOHAJIBHBIMU J@HHBIMA HEOIPAaHWYECHHOIO Kpyra JHI, B TOM 4YHCIIE
00HapoJ0BaHHE MEPCOHANBHBIX JAaHHBIX B CPEACTBAX MAacCOBON MH(OpMAaIMH, pa3MElICHUE B
UH(POPMALIMOHHO-TEICKOMMYHUKAIIMOHHBIX ~ CEeTAX MM  INpEeAOCTaBIeHME  JoCTyna K
NEPCOHATBHBIM JJAHHBIM KaKUM-JTO0 HHBIM CIIOCOOOM.

Pecypc nH(OpMaLMOHHON CHCTEMbI — UMEHOBAaHHbIN JIEMEHT CUCTEMHOIO, MPUKJIAJHOTO WIN
anmapaTHoro odecnedeHus PyHKIIMOHUPOBAHHUS WH(POPMAIIMOHHON CUCTEMBIL.

CnenmnajbHble KATErOPUU MEPCOHAJBHBIX JAHHBIX — MEPCOHAJBHBIC JIAaHHBIC, KAaCAOUIUECS
pacoBOii, HAUMOHAIBHON MPUHAMICKHOCTH, MOJUTUYECKUX B3IVISAOB, PEIUTHO3HBIX WIIH
bunocodckux yoexIeHUI, COCTOSHUS 30POBbsl © MHTUMHOM JKU3HH CYObEKTa MEePCOHATbHBIX
JTAHHBIX.

CpencTBa BHIYHCIHTEIbHOH TEXHUKH — COBOKYITHOCTh TIPOrPAMMHBIX M TEXHUUYECKUX HJICMEHTOB
CHCTEM 00palbOTKH JIaHHBIX, CIIOCOOHBIX (PYHKIIMOHHPOBATH CAMOCTOSITEIIEHO HITH B COCTaBE JIPYTHX
CHCTEM.

Cy0bekT gocryna (cy0beKT)— JIMIO WIM IPOLECC, AEHCTBHUS KOTOPOIO PpEryiaMEHTUPYIOTCS
IpaBUJIAMHU Pa3TPaHUYEHUS 1OCTYTIA.

Texnuyeckuii KaHaJd yTedyku MHGOPMALMHU — COBOKYITHOCTh HOCUTEIST MH(OpMAIK (CPEICTBa
00paboTKH), (hU3MIECKOl Cpebl paclpocTpaHeHHss WH(POPMATUBHOTO CUTHANA U CPENICTB, KOTOPHIMHU
JIOOBIBAETCS 3aluinaeMast “HhopMaIius.

TpaHcrpanuyHasi nepeaaya INepPpCOHAJBHBIX JAAHHBIX — IEpPeaaya IMEePCOHANBHBIX JAaHHBIX
onepatopoMm uyepe3 [ocymapcrBeHHyro rpanuny Poccuiickoii @enepanuu OpraHy BIacTH
WHOCTPAaHHOTO TOCYyJIapcTBa, (U3MUECKOMY WIH IOPUINYECKOMY JIHIy HHOCTPAHHOTO
rocyzapcraa.

Yrpo3sl 06e30MacCHOCTH TEPCOHAJTbHBIX JAHHBIX — COBOKYITHOCTH YCIOBUM U  (DaKTOpOB,
CO3/AI0IIMX OIACHOCTh HECAaHKIIMOHMPOBAHHOIO, B TOM YMCIIE CIIy4alHOrO, JOCTYNA K MEPCOHATBHBIM
JTAHHBIM, PE3YJBTATOM KOTOPOTO MOMKET CTaTh YHUYTOKEHHE, N3MEHEHHE, OJIOKUPOBAHKE, KOITMPOBAHUE,
pacnpoCTpaHEHUe MEPCOHATBHBIX JAHHBIX, & TAKKE WHBIX HECAHKIIMOHWPOBAHHBIX JECHUCTBUN MPH WX
00paboTKe B MHPOPMAIOHHOM CUCTEME MEPCOHATIBHBIX JJAHHBIX.

YHUYTOKEHHE TNEePCOHANBHBIX [aHHBIX — JCUCTBUS, B pE3yJbTaTe KOTOPHIX HEBO3MOKHO
BOCCTaHOBUThH COJICpYKAHHUE TEPCOHATLHBIX JIAHHBIX B HMH(OPMAIMOHHOW CHCTEME TEPCOHAIBHBIX
JAHHBIX WIA B PE3yJIbTaTe KOTOPHIX YHHUUTOXKAIOTCS MAaTEepUaIbHBIE HOCHTEIN TEePCOHATBHBIX
JAHHBIX.

Yreuka (Bamumaemoil) uHGOPpMAUMM MO TEXHUYECKHM KAaHAJIAM — HEKOHTPOIMPYEMOE
pactipocTpanenre HH(pOpPMAIMK OT HOCUTENS 3alvInaeMoi HHPOpPMAIUK Yepe3 (PU3NUECKYIO Cpery 10
TEXHUUYECKOTO CPEJICTBA, OCYILLECTBIISIIOIIETO IEpeXBaT HHPOPMAIUH.
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Ya3BUMOCTb — C1a00OCTh B CPEICTBAX 3aIUTHI, KOTOPYIO MOXKHO HCIONB30BaTh UIS HApPYIICHUS
CHICTEMBI WM COZIepyKaliericst B Hel nH(opMaIim.

HenocTtHocTh WHGOPMANMHU —  CIIOCOOHOCTH  CPENICTBA  BBIYUCIHMTEIBHOM  TEXHUKH WU
ABTOMATU3UPOBAHHOW CHUCTEMBI O0ECIeUMBaTh HEM3MEHHOCTh MH(OpPMAIMK B YCIOBHUSIX CIIy4ailHOrO
W/WITH TIPeTHAMEPEHHOTO NCKKEHUS (pa3pyIIeHNUs ).

OBO3HAYEHUSA N COKPALLIEHUSA

ABC — anTUBHpYCHBIE CPEICTBA

APM — aBTroMaTH3upoBaHHOE paboyee MeCTo

BTCC — BcnomorarenbHble TEXHUYECKHE CPEACTBA U CUCTEMBI
NCITIH — napOpMaIMoHHast CUCTEMA IMePCOHATBHBIX JaHHBIX
K3 — kontponupyemast 30Ha

JIBC — nokasibHasi BBIYMCIIUTEIbHASI CETh

MD — MexceTeBol SKpaH

HC/] — HecaHKUIMOHMPOBAHHBIN JOCTYII

OC — oneparioHHast cucrema

IT/IH — nepcoHanbHbIE JAHHBIE

[IMB — nporpaMMHO-MaTeMaTH4ECKOE BO3ICUCTBHE

10 — nporpammHoe obecrieyeHne

[IOMUH — no0o4HbIE AIEKTPOMAarHATHBIE 3ITy4EHUs U HABOJKU
CA3 — cucreMa aHanu3a 3alUIIEHHOCTH

C3U — cpexacrtBa 3amiuThl HHGOpMALMK

C3I1/11 — cucrema (IoJIcCMCTEMA) 3aLIUThI IEPCOHATIBHBIX TAaHHBIX
COB - cucrema oOHapyKeHHsI BTOPKEHUI

TKYU — TexHrueckre KaHabl yTeUKU HHPOPMALU

VYBII]IH — yrpo3b1 6€30MacHOCTH MEPCOHATBHBIX JTAHHBIX
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BBEJAEHUE

Hacrosmas Konnenmuus nadopmanuonnoit 6e3omacnoctu UCTTIn MJIOY «Jlerckuii cag No6y
SBICTCS O(UIMATBHBIM JOKYMEHTOM, B KOTOPOM OIpe/AelieHa CHUCTEMa B3TJISAJOB Ha
obecrieuenne nHpopManuonHon Oe3zonmacHoctTd MOV «/lerckuit cag Ne6». HeoOxomumocThb
pa3paboTku Konnenmuu o0yCIOBIEHa CTPEMUTEIBHBIM pacliupeHueM cdepbl TPUMEHEHUs
HOBEHIMX WH(OPMAIMOHHBIX TexHoJorui u mpoueccoB B MOV «Jletckuii camx Neby, mpu
o0paboTke wuHpOpMaNMU BOOOIIE, M IEPCOHATBHBIX JJAHHBIX B YacTHOCTH. Hacrosmas
Konnenmus omnpenensier OCHOBHbIE LEIM M 337ayd, a TAaKKe OOIIYI0 CTPaTeruio MOCTPOSHUS
cucteMbl 3amuThl nepcoHanbHbiXx JaHHbIX (C3I1HH) MOV «/lerckuit canx Ne6y. Konuenuus
orpezensieT OCHOBHbIE TpeOOBaHUS U 0a30Bble MOAXObl K UX peaiu3aliu, JUIsl TOCTHKEHUS
Tpebyemoro ypoBHs OezonacHocty wHpopMmarnuu. Konnenmus pa3padoTaHa B COOTBETCTBUU C
CUCTEMHBIM MOJIXOJIOM K o0ecrnedeHnto nHpopmanroHHoi 6e3onacHocTU. CUCTEMHBINA MOAXO
MpeAnojaraeT MPOBEJCHUE KOMILUIEKCAa MEPOIPHUATUN, BKIIOYAIOUIUX MCCIEI0BAHUE YIPO3
uH(pOPMallMOHHON 0e30MacHOCTH W pa3paboTky cuctembl 3amuThl [IJIH, ¢ mno3unuu
KOMILJIEKCHOTO MPUMEHEHHS TEXHUYECKUX U OPTaHU3aIllMOHHBIX MEP U CPE/ICTB 3aLIUTHI.

[Ton wnbopmanmonnoit Oe3zonacHocThio [I/IH mOHMMaeTCs 3alIMIIEHHOCTh MEPCOHATBHBIX
JAHHBIX ¥ 00pabaTeIBaomIeil UX HHQPPACTPYKTYpe OT JIIOOBIX CIyYalHBIX WM 3JIOHAMEPEHHBIX
BO3/ICUCTBUI1, Pe3yIbTaTOM KOTOPBIX MOXET SBUTHCS HaHECEHHE yiiepOa camoil mH(opMaIum,
ee BiazenbuaMm (cyobektam IIJ[H) wnm  wuHdpacTpykrype. 3amaun  MHOOPMALMOHHON
0€30MaCHOCTH CBOJATCS K MHHUMH3AIMH ymepda OT BO3MOXKHOW pealu3alud  yrpo3
6e3omacHoct [1J[H, a Takke K MPOTHO3WPOBAHUIO M MPEJOTBPAIICHUIO TAaKUX BO3ICHCTBHIA.
KoHuemnmusi ciyXuT OCHOBOW AJisi pa3pabOTKH KOMIUIEKCA OPTraHU3allMOHHBIX W TEXHHYECKHX
Mep 1o obecrneueHuto nHpopmannonHon 6e3onacHoctu OMB (OMCY), a Takke HOpMaTUBHBIX
¥ METOAMYECKUX JOKYMEHTOB, 00ECIICUMBAIONINX €€ PEATH3AIHIO, U HE MPEI0IaraeT MOAMEHBI
GyHKIMI TrocyZapCTBEHHBIX OpraHoB Biactu Poccuiickoit ®epepanuy, OTBEYAOIIHUX 3a
obecrieyeHne 6€30MaCHOCTH HHPOPMALMOHHBIX TEXHOJIOTUN M 3aIIUTY HH(OpPMAITIH.

KoHrenmus saBisteTcst METOIOJIOTHYECKON OCHOBOM IS

— ((dopmupoBaHUs U TPOBEICHUS €IUHOW TMOJUTUKH B 00JACTH OOecTieYeHHs: 0e30MacHOCTH
[TIn 8 UCIT[a MOV «Jlerckuii cam Noby;

— TIPUHATHSA YIPABICHUYECKUX PEIICHUH M Pa3pa00TKU MPAKTHYECKUX MEP IO BOIUIOMICHHUIO
nonuTrky 6e3omacHocTH [1/]H 1 BRIpaOOTKHM KOMILIEKCA COTJIACOBAHHBIX MEP HOPMATHUBHO-
MPaBoOBOTO, TEXHOJIOTHYECKOTO | OpraHU3allMOHHO-TEXHUYECKOTr0  XapakTepa,
HalpaBJIEHHBIX Ha BBISBICHUE, OTPAKCHUE M JUKBUAAIMIO TOCIEICTBUN pean3aluu
pa3InyHbIX BUIOB yrpo3 I1/1H;

— pa3paboOTKu TPEAJIOKEHHH 10  COBEPIICHCTBOBAHWIO  TMPABOBOTO, HOPMATHUBHOTO,
METOJMYECKOr0, TEXHUYECKOTO0 U OpraHM3almoHHOro obecreueHusi 6e3omacnoctu [1/{n B
NCIIL O MOV «/letckuii cam Ne6y.

[TpaBoBoii 6a30i1 Ay pazpaboTku Hactosimen Konuenuuu cioyxaTt TpeOGoBaHUS AEMCTBYIOLINX B
Poccum 3akoHOAATENbHBIX M HOPMATUBHBIX JOKYMEHTOB M0 oOecneueHuro Oe30MacHOCTH
nepcoHaIbHbIX JaHHbIX (I[T/1H).
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1. OBHIUE ITOJIOKEHUA

Hacrosmas Kouuenmust onpeznenser OCHOBHbIE LENM M 3aJauyd, a TakKe OOILIYI0 CTPaTeruio
MOCTPOEHHUS CUCTEMBI 3aIuThl nnepcoHanbHbIX AanHbIX (C3I1Jn) MOV «/lerckuit cax Neby, B
cootBetrcTBuU ¢ Ilepeunem MCIT/IH. Konnenuus onpenensieT oCHOBHbIC TpeOOBaHUS U 0a30BbIC
MOJIXOJIbI K UX PeaTu3aliuu, JUisl JOCTHKECHHS TPEOyeMOro YpOBHsI 0€30MacHOCTH WH(OpPMAIIHH.
C3I1/In npencraBiser coO0K COBOKYMHOCTh OPTraHHU3AIMOHHBIX W TEXHHUYECKHX MEPONPUSTHMA
i 3amuThl [I/ITH OT HEnmpaBOMEPHOrO WIIM CIy4alHOIO JOCTYNla K HHUM, YHUYTOKEHHS,
U3MEHEHHUs, OJIOKHPOBAaHUSA, KOMUpOBaHUA, pacnpocTpaneHuss I[I/ln, a Takke HHBIX
HEIMPaBOMEPHBIX JIEHUCTBUN ¢ HUMH. be30MacHOCTh MEePCOHANBHBIX AAHHBIX JOCTUTAETCS MyTEM
WCKJIFOYEHHS] HECAHKLIMOHUPOBAHHOIO, B TOM YHCJE CIy4allHOro, JOCTyNa K NEPCOHAIbHBIM
JaHHBIM, PE3yJbTaTOM KOTOPOT'O MOXKET CTaTh YHHYTOXKECHHUE, W3MEHEHUE, OJIOKHPOBAaHHE,
KOIUPOBAHUE, pacnpocTpaHeHue MIEPCOHAIIBHBIX JTAHHBIX, a TaKxe MHBIX
HECaHKIIMOHMPOBAaHHBIX JeiicTBuil. Crpykrypa, coctaB u ocHOBHble QyHkuuu C3I11n
onpenensitoress ucxoas u3 knacca MCIIAu. C3II[IH BkiIrOYaeT OpraHu3allMOHHBIE MEPBI U
TEXHUYECKUE cpe/cTBa 3aIIUThI uH(popMaIuy, cpeicTBa MpeAOTBPALLECHUS
HECAaHKI[MOHMPOBAHHOTO  JOCTYyNa, YyTeYKM HMHPOpPMAIMM 1O TEXHUYECKHMM KaHalaMm,
MPOrpaMMHO-TEXHUUYECKHX BO3CHCTBUN HAa TeXHUUYECKHE cpencTBa oOpaborku I[1/1H), a Takxke
UCTIOJIb3yeMbIe B MH(OPMAIIMOHHON CUCTeMe HH(OPMAIIMOHHBIC TEXHOJIOTHH.

OtH MCPBLI ITPU3BAHBI 00€eCIIeUNTh:

—  KOH(PHUJICHIUATBHOCTh HHPOPMAIUH (3aIUTa OT HECAHKIITHOHUPOBAHHOTO O3HAKOMIICHUS );

— IEJOCTHOCTh HWH(OpMaNuu (aKTyaJbHOCTh M HEMPOTUBOPEYMBOCTh WH(POpMAIINHU, €¢
3alUIIEHHOCTh OT Pa3pyIICHHs 1 HECAHKIIMOHUPOBAHHOTO H3MCHEHUS ),

— JIOCTYITHOCTHh WH(pOpManuu (BO3MOXXHOCTh 32 MPHEMIIEMOE BPEMsl IMOJIYYHTH TPeOyeMyro
WH(OPMAIMOHHYIO YCIIYTY).

Cranuu cozganus C3I1/1H BKIIOYAOT:

— TMPeANpOCKTHAs CTaJusl, BKIIOYAroIas npeamnpoektHoe oocienopanune MCIIIH, pazpaboTky
TEXHUYECKOI0 (UaCTHOIO TEXHUUYECKOT'0) 3a/1aHUS Ha €€ CO3/IaHuE;

— cTaaus TmpoekTHpoBaHus (pa3paboTku mpoekTtoB) u peanusaimu VCII{H, BKiIOUaromast
pazpabotky C3I1/In B coctaBe UCII/IH;

— cragus BBoja B neiictBue C3II/IH, BriIrOYaromasi OMBITHYIO SKCIUTyaTalldl0 ¥ TPHEMO-
CIATOYHBIC WCIIBITAaHUS CPEJCTB 3alIUThl MH(GOPMAIMHU, a TaKXe OICHKY COOTBETCTBUS
HCTI/Ix TpeboBanusM 6€30MaCHOCTH HH(POPMAIIHH.

OprannzanvoHHble Mepbl IPEIyCMAaTPUBAIOT CO3JaHUE W MOJAJIEpP)KaHUE TPaBOBOW 0a3bl
6e3onmacHocty II/[H u pa3paboTKy (BBeaeHuEe B JAEWCTBUE) MpeaycMOTpeHHBIX IlloiauTukoii
uHpopmanmonHor OezonacHoctu WCII/IH crnenyromux opraHM3allMmOHHO-PACIOPAIUTEIbHBIX
JIOKYMEHTOB:

— [lnan meponpusituii mo odecnedenuto 3amuthl [11x npu ux odpadorke B UCII/IH;

— Ilnan meponpusTHii 1O KOHTPOJIIO obecnedeHus 3amuTh! [1J1H;

— Ilopsaok pesepBupoBaHus U BoccTaHoBieHUs paboTocniocoOHocty TC u I10, 6a3 naHHBIX U
C3W,

— JlomxHocTtHas uHCTpyKus aamuHucTparopa UCII/IH B yactu obecnieueHus: 6€30MacHOCTH
[111 npu ux o6padotke B UCIIdH;

— JloyKHOCTHAsI MHCTPYKIMS aaMuHUCTpaTopa 6e3onacHocti UCTI/IH;

— JlomxHoctHas uHCTpykims mnons3oBarenss MCII/IH B wactu obecniedyeHus: 06e30macHOCTH
IT11 npu ux o6padotke B UCII/IH;

— MHcTpyknus Ha ciiydall BOSHUKHOBEHHSI BHEIITATHON CUTYALVH;

— PexkoMmenmanuy 1o UCIONAB30BAHUIO IIPOIPAMMHBIX UM aIlapaTHBIX CPEACTB 3alUTHI
uH(pOpMaINH;

Crp. 9m3 21


file:///G:/Защита%20информации%20МДОУ%2065/Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2022%20Типовое%20Техническое%20задание%20на%20разработку%20системы%20обеспечения%20безопасности%20информации%20объекта%20вычислительной%20техники%20учреждения.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2023%20Типовой%20Эскизный%20проект%20на%20создание%20системы%20обеспечения%20безопасности%20информации%20объекта.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%205%20Политика%20информационной%20безопасности.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%205%20Политика%20информационной%20безопасности.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2014%20План%20внутренних%20проверок.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2019%20Инструкция%20администратора%20безопасности%20ИСПДн.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
file:///G:/Защита%20информации%20МДОУ%2065/Приложение%2020%20Инструкция%20пользователя%20по%20обеспечению%20безопасности%20обработки%20персональных%20данных,%20при%20возникновении%20внештатных%20ситуаций.doc

— TexHu4eckue Mephl 3alUTHl PEAIU3YIOTCS IIPU IIOMOIIU COOTBETCTBYIOIIUX IIPOrPAMMHO-
TEXHUYECKUX CPEICTB U METOLOB 3aIUTHI.

2.3AJJAYH C3111n

OcunoBHo#t nenpto C3II/JH siBAsieTcss MUHUMU3AIMS yiiepOa OT BO3MOXKHOW peallu3alluu yrpo3
oesomacuocTu I1/1H.

Jlns mocTrKeHUs: OCHOBHOM 1ieu cuctema OesomacHoctu I1/1n MCIT/IH nomkHa oOecrieuynBaTh
3¢ PeKTUBHOE PEIICHHUE CICTYIOIINX 3a1a4:

— 3am|Ty OT BMemarenbcTBa B mporecc ¢yHkuuonuposanus WMCII[IH mOCTOPOHHUX JIHIL
(Bo3mMoOHOCTh ucnosib3oBaHuss AC M JocTynl K €€ pecypcaM JODKHBI MMETh TOJIBKO
3aperucTpUpOBaHHBIC YCTAHOBJICHHBIM MOPSAKOM IOJIb30BATENH );

— pasrpaHvYeHHe JOCTylla  3apEerUCTPUPOBAHHBIX  IIOJIB30BATEIEM K  allapaTHbBIM,
nporpaMMHbIM B HH(pOpMarmonHeiM pecypcam MCIIAH (BO3MOKHOCTH JOCTYIA TOJBKO K
TEM pecypcaM M BBIIIOJHEHUS TOJBKO TEX OMNepaluid C HUMH, KOTOPbIE HEOOXOAMMBI
KOHKpeTHBIM mojb3oBaTensiM MCIIH 11 BBIMOTHEHHS CBOMX CITY)KEOHBIX 00sI3aHHOCTEH),
TO €CTh 3aLIUTYy OT HECAHKIIMOHUPOBAHHOTO JOCTYyNA!

a) K uHpopmaruu, nupkynupyromeit 8 UCII/H;

0) cpencrBaM BeraucauTenbHON Texauku UCIT/IH;

B) anmapaTHbIM, TMPOTPAaMMHBIM H  KPUOTOrpaUuecKuM CpeACTBaM  3allUThI,
ucnoaszyembiM B UCII/H;

— pErucTpauuio JCMCTBUH MOJIb30BATENEH MpHU HCIOJIB30BAHUM 3alIUIIAEMBIX PECYPCOB
NCII[IH B cUCTEMHBIX JXypHaJlax M INEPUOAMYECKUN KOHTPOJIb KOPPEKTHOCTU ACUCTBUI
II0JIB30BATEJIEN CUCTEMBI ITYTEM aHAJIN3a CONEPKUMOTO ITUX KYPHAIIOB;

— KOHTPOIIb LENOCTHOCTU (0OecrneueHne HEM3MEHHOCTH) Cpe/ibl UCIIOJIHEHUSI IPOrpaMM U ee
BOCCTAaHOBJICHHUE B Clly4ae HapylLICHUS;

— 3aIUTy OT HECAHKIIMOHUPOBAHHOW MOIU(BHUKAIIMHA U KOHTPOJIb IETOCTHOCTH HCIIOIB3YEeMbIX
B HUCIIJIlH mnporpaMMHBIX CpPEICTB, a TakXKe 3allUTy CHCTEMbl OT BHEIPEHUS
HECAHKI[MOHUPOBAHHBIX MPOIPAMM;

— 3anmry [IJIH OoT yTreuku Mo TEXHUYECKHMM KaHajlaM Ipu ee oO0paboTKe, XpaHEHUU U
nepeaaye 1o KaHajaaM CBSA3H;

— 3zamury [IJIH, Xpanumo#, oOpabarbiBaeMOW U TMepeaaBaeMOld MO KaHaJlaM CBSI3U, OT
HECaHKI[MOHUPOBAHHOTO pa3IialleHNs WIN HCKAaXEHUS;

— ofecrnieueHue JKUBYYECTH KPUNTOTPAQUUYECKUX CPEACTB 3allUThl HMHPOpPMAIMH TMPH
KOMIIPOMETAIMHU YaCTH KIFOYEBOM CHUCTEMBI;

— CBOEBPEMEHHOE BBISBIEHUE HMCTOYHUKOB yrpo3 Oe3omacHoct IIJ[H, mpuuuMH U yClIOBUH,
CIIOCOOCTBYIOIIMX HaHECeHHWIO ymiepOa cyOwektam [I/[H, co3manue MexaHW3Ma
OTIEpaTUBHOTO pearupoBaHusi Ha yrpo3bl 6e3onacHoctu [1/IH 1 HeraTuBHbBIE TEHICHITUH;

— CO3/aHu€ YCJIOBUM JUIi MHUHHUMHU3AMM M JIOKAJW3allMd HAHOCUMOro  yiiepba
HEIPAaBOMEPHBIMU  JIEUCTBUSAMU  (U3NYECKUX U  IOPUAMYECKHUX JIUIL, OcJiablieHue
HEraTUBHOTO BJIMSHUS U JUKBUJIAIUS TOCIEICTBUN HapyieHus 6e3omacHocTu [1/]H.

3. OBBEKTbBI 3ALIUTHBI

3.1. TlepeueHb MH(POPMAIMOHHBIX CHCTEM

B MIAOVY «Jerckuit cam Ne6» mnpousBoauTcsi 00paboTKa TMEPCOHANBHBIX MJAHHBIX B
MH(pOPMaLMOHHBIX cucTeMax 00paboTku nepcoHabHbIX AaHHbIX (MCII/IH).

3.2. IlepevyeHb 00HEKTOB 3aLUTHI

OObexTamMu 3alMTHI ABJISIOTCS — MHGpopManus, oOpabareiBaemast B UCIIJIH, u TexHuueckue
cpencTBa ee 00pabOTKM M 3aumMThl. [lepedyeHp mepcoHaNbHBIX JAHHBIX, MMOAJIEKAIINE 3aIUTE,
onpezeneH B [lepeuHe nepcoHAIbHBIX TaHHBIX, oexamux 3amure B MCIT/.
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OOBEKTEI 3allIUThI BKJIFOYAKOT:

— OO6pabarteiBaeMas HHGpOpMAIIHS;

— Texnonorunueckas HHGpOpMAIus;

— IIporpamMMHO-TeXHUYECKHE CPEACTBA 00PAOOTKH;

— Cpenctsa 3amutsl [1/1H;

— Kanansr uadopmanmonHoro oOMeHa u TeJIeKOMMYHUKALINH;

— OOBeKTHI U IOMEIIEHUs, B KOTOPBIX pa3menienbl komnoneHTs! MCIT/IH.

4. KIACCU®UKALUS MTOJIb30BATEJIENA UCII]In

[Tonmp3oBarenem  UCII[In  sBasercs WO, ydacTBywiiee B (YHKIIMOHUPOBAHUU
UH(POPMALIMOHHOM CHUCTEMbI TEPCOHAIBHBIX JAaHHBIX WM HCIOJB3YIOIIEe pPEe3ylbTaThl ee
dbyakuuonupoBanus. [lomszoBarenem UCII/IH sBasercsa moboi corpynauk MOV «Jlerckuit
can Neby», umerommii goctyn k MCII[IH u ee pecypcam B COOTBETCTBHM C YCTAaHOBJIEHHBIM
MOPSIKOM, B COOTBETCTBUU C €r0 (PYHKIIMOHAIBHBIMU O0S3aHHOCTSIMH.

[Tonb3oBarenu UCII[In nensitcst Ha TpU OCHOBHBIE KATETOPUU:

1. Apmunuctpatrop UWCII[An. Corpygauku OHNB (OMCY), koTopsle 3aHHMAIOTCS
HACTpOIKO#l, BHeApeHUEM U comnpoBoxkaeHueM cuctembl. Aamunuctparop MCII/In obGnanaer
CIIEIYIOIIUM YPOBHEM JIOCTYTIA!

— o00naiaeT NOTHON WHpOPMALIMEH O CHCTEMHOM U MPHUKIAJHOM MPOTPAMMHOM OOECTICYCHUN
NCIIH;
— o0nazaeT noyHoi nHpopmanueit o TexHuueckux cpeacrsax u koHpurypauuun UCIIH;

— HWMEeT JOCTYNl KO BCEM TEXHHYECKHM CpPEICTBaM O0pabOTKM HH(DOpPMAIMH U JTaHHBIM
HUCIIdx;

— o0Omamaer mpaBaMu KOHQUTYPHPOBAHUS W aJIMUHUCTPATUBHON HACTPONKHA TEXHHUYCCKHX
cpeactB UCII/IH.

2. Apvunucrparop T3 MHWCII[H, 310 corpymHuk MY "VYmpasnenwe obOpa3zoBanus”
agvuaucTpamun  MOI'O  "VxTta" wnmM CTOpOHHMX OpraHu3alui, KOTOpbIE 3aHUMAIOTCS
pa3paboTkoii mporpamMmmHoro oo6ecneuenus. Pazpabotumk WCII[IH obGnamaer cremyrommm
YPOBHEM JOCTYyHa:

— obnanaer uHpopmauuenn 00 airopuTMax M mporpammax o0paboTku uHPOpMaNUU Ha
NCII/H;

— o0nanaeT BO3MOXKHOCTSIMM BHECEHHSI OLIMOOK, HE JEKJIapUpPOBAaHHBIX BO3MOXKHOCTEM,
IIPOrpaMMHBIX 3aKJIaJIOK, BPEAOHOCHBIX MporpamMM B Iporpammuoe obecrneuenne MCII/Ix
Ha CTaJIuu ee pa3paboTKH, BHEAPEHUS U COIPOBOXK/ICHUS;

— MOXET pacnojaraTh JOObIMU (parmeHTamMu HHQopMmauuu o tonosnorun MHCII[AH u
TEXHUYECKUX CpelicTBax 00paboTku u 3amuthl [1/IH, o6padaTeiBaembix B UCIT/IH.

3. Omeparop HCII[In. Cotpynnuxku mnonpasneneHuii MY "Vmpaienue oOpa3oBaHus"
angmuuuctpaiuu MOI'O "VxTa", yuactByromux B mpouecce skcrutyataiuu UCITIH. Onepartop
NCIIIn o0nagaer cieayoniM ypoBHEM JOCTYIA!

— o0nanaeT BceMH HEOOXOIMMBIMH aTpuOyTamMu (Hampumep, rmapojeMm), o0ecrneunBaroIuMU
JOCTYII K HEKOTOpOMY IoAMHOXecTBY 11J1H;

— pacmoaaract KOH(i)I/IJIeHHI/IaJ'II)HI)IMI/I JaHHBIMHU, K KOTOPBIM UMCET JOCTYII.

Kareropumn momnw3oBateneid qomxkHBI ObITh ompenenenbl ans kaxaon MCII[An. JomxHO OBITH
YTOYHEHO pa3JIeICcHHe COTPYJHUKOB BHYTPH KAaT€rOpuid, B COOTBETCTBHUM C THUIIAMU
MoJIb30BatTeNel onpeaeneHubMu B [lonutrke nHGOpMAIMOHHOM 0€30IMacHOCTH.
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Bce BbIsiBIIeHHBIE IpyNIIbI 110JIb30BaTENEH OoTpakarorcs B OTueTe Mo pesyiabTaTaM BHYTPEHHEH
npoBepku. Ha ocHoBanum Otuera ompenenstorcs npaBa jgoctyna k anementam UCIn s
BCEX T'PYIIN MOJIb30BaTENeH U OTpaxaroTcs B nepeune aoctymna B [lonoxkenun o pa3rpaHMueHUN
paB JIocTyna K o0padaThIiBa€MbIM IEPCOHAIBHBIM JTAHHBIM.

5. OCHOBHBIE IMTPUHIMUIIBI HIOCTPOEHUA CUCTEMbI
KOMILIEKCHOM BE3OITACHOCTU HH®OPMAIIUU

[Toctpoenue cuctemsr obecnieuenus 6ezonacHoct [1/Jn UCITIn MAOY «Jletckuii camx Ne6y» u
ee (YHKIIMOHUPOBAHKE JTOJIKHBI OCYIIECTBIISATHCS B COOTBETCTBHH CO CJICTYIOIIIMMHA OCHOBHBIMHU
MIPUHITUTIAMU

— 3aKOHHOCTb;
— CHCTEMHOCTB;

— KOMIUIEKCHOCTB;

— HENPEPBIBHOCTD;

— CBOEBPEMEHHOCTb;

— TPEEeMCTBEHHOCTb U HETIPEPHIBHOCTH COBEPIICHCTBOBAHUS;
— TepCcoHaJbHAsl OTBETCTBEHHOCTD;

— MHHUMH3ALUS TOJTHOMOYHH;

— B3aUMO/ICHCTBUE U COTPYTHHYECTBO;

— TUOKOCTb CHUCTEMBI 3alHUTHI;

— OTKpBITOCTb aJITOPUTMOB U MEXaHU3MOB 3aILUTHI;

— IIPOCTOTA IIPUMEHEHUS CPELCTB 3alUTHI,

— HayyHast 000CHOBAaHHOCTh U TEXHUYECKAs pealln3yeMOCTbh;
— crenuanu3anus 1 npoQeccuoHammu3M;

— 0053aTe’NbHOCTh KOHTPOJIS.

5.1. 3akoHHOCTH

[Ipenmonaraer oOcCyIIECTBIEHUE 3allMTHBIX Meponpusituii u paspadorky C3I1Jx MOV
«erckuit cag Ne6» B COOTBETCTBUU C JCUCTBYIOIIMM 3aKOHOJIATEILCTBOM B OOJIACTH 3allUTHI
[T/I1 u 1pyrux HOPMATHBHBIX aKTOB MO 0€30MacHOCTH MH(OPMAIINH, YTBEPKIEHHBIX OpraHaMu
rOCYIapCTBEHHOM BJIACTHU W YIPABJIEHUS B MTPEAECTIaX X KOMIIETCHIUH.

[Tonb3oBarenu u obcmyxkuBatomuii nepconan UCIIn MIAOY «/lerckuii cag Ne6» momxkHBI
OBITH OCBEIOMJIEHBI O MOPSIIKE pabOTHI € 3alUIIaeMoi HHpOopMaIeil 1 00 OTBETCTBEHHOCTH 3a
3amuTsl [1/]H.

5.2. CHCTEeMHOCTH

Cucremnsiii noaxon k nocrpoenuto C3I1In MJIOV «Jletckuit cax Ne6» mpeanonaraer yder
BCEX B3aMMOCBSI3aHHBIX, B3aMMOJECHCTBYIOIIUX M H3MEHSIOIIMXCS BO BPEMEHU 3JIEMEHTOB,
ycIoBUA M (PAKTOpOB, CYHIECTBEHHO 3HAUMMBIX JJIsi MOHMMAHHUS W PpEHICHUs NpoOIeMBbl
obecneuenus 6e3omacuoctr [1Ia UCITIu MJIOVY «/lerckumii cam Ne6y.

[Tpu co3gaHuMu CUCTEMBI 3aIMTHI JTOJKHBI YUMTHIBAThCSA Bce cialble M Hambosee ys3BUMBIE
MecTa cuctembl 00paboTku I1/[H, a Taxke XxapakTep, BO3MOXHbIE OOBEKTHI M HAIPaBJICHUS aTaK
Ha CHCTeMY CO CTOpPOHBl  Hapymmutened (0coO0€HHO  BBICOKOKBAIHU(DUIIMPOBAHHBIX
3JIOYMBIIUICHHUKOB), IIyTH TNPOHUKHOBEHHS B pacmpeneneHHole cucreMel u HCJ
uHpopmanuu. Cucrema 3alIUTHl JOJDKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX HM3BECTHBIX
kaHajoB npoHukHoBeHuss U HCJ] k mHpopmanuu, HO M C y4eTOM BO3MOKHOCTH MOSIBIICHUS
NPUHIUIHAIBHO HOBBIX ITyTEH peanu3anuu yrpo3 0e30macHOCTH.
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5.3. KoMiLiekcHOCTH

KoMruiekcHOEe UCIOJIb30BaHUE METOJOB M CPEACTB 3allUThl MPEAINOJIAaracT COINIACOBAHHOE
IPUMEHEHHUE Pa3HOPOAHBIX CPEICTB IPU IMOCTPOEHUU ILIEJIOCTHOM CHCTEMBI 3allUTBHI,
MEPEeKPHIBAIOLICH BCE CYIIECTBEHHBIEC (3HAUMMBIE) KaHaJlbl peajln3aluu yrpo3 U He cojepKalieit
CJ1a0BIX MECT Ha CTBhIKaX OTJIEIbHBIX €€ KOMIIOHEHTOB.

3amuTa J0JIKHA CTPOUTHCS SIIEIOHUPOBaHO. i KaXA0ro KaHana yreuykd HHGopManuu U AJis
KaX/I0i yrpo3bl 0e30MacHOCTH JOJDKHO CYIIECTBOBAaTh HECKOJBKO 3alUTHBIX PYOexkei.
Coznanue 3allUTHBIX pyOexeil OCYIIECTBISIETCS C YYETOM TOro, YTOOBI JUIsl UX MPEOJ0JICHUS
MOTCHIIMATHFHOMY 3JIOYMBIIINIEHHUKY TpeOOBaIHCh MPo(ecCHOHAIBHBIE HABBIKA B HECKOJIBKHX
HEB3aMMOCBS3aHHBIX 00JIaCTIX.

Buemnsas 3amuTa A0DKHA 00ecriednBaThesl (PU3MYECKMMH CPEICTBAMH, OPTraHU3allMOHHBIMH H
npaBoBbIMU MepamH. OHUM M3 Haumbosee YKpeIUIeHHbIX pyOexell Mpu3BaHbl ObITH CPECTBA
KpUNTOrpaguueckord 3alIuThl, peaTu30BaHHbIE C HCHoOJb30BaHueM TexHojoruu VPN.
[lpuknanHOM  ypOBeHb 3alllUThl, YYHUTBHIBAIOIIUN OCOOEHHOCTH IpPEIMETHOM  obiacTy,
NpEeCTaBIsieT BHYTPEHHUH pyOeK 3aIlUTHI.

5.4. HenpepsbiBHOCTB 3ammThl I1{H

3amura II[lH — He pa3oBoe MEpOIpHUATHE M HE MPOCTask COBOKYIHOCTh IPOBEICHHBIX
MEPONPUITHIA M YCTAHOBJICHHBIX CPEACTB 3allUTHl, a HENPEPHIBHBINA IIeeHANpPaBICHHBIN
MpoILIecC, MPEANOararouil IPUHITHE COOTBETCTBYIOUIUX MEp Ha BCEX 3Tanax >KU3HEHHOTO
nukia UCI/IH.

HCHI[H AOJDKHBI HAXOAUTHCA B 3alIMIICHHOM COCTOSAHHU HA MPOTSXKCHHUH BCCT'O BPECMCHU HX
(GyHKIHOHMPOBaHUS. B COOTBETCTBUM € 3TUM NPUHLMIIOM JOJDKHBI INPUHUMATHCS MEpHI 110
HeponyueHuto nepexonaa UCII/IH B He3aUIIEHHOE COCTOSIHUE.

bonbmmHCTBY (M3MUECKUX U TEXHUYECKHX CPEACTB 3alIUTHI ISl 3((EKTUBHOTO BBITOJIHEHUS
CBOHX Q)YHKIII/II;'I H€06XOIH/IM3, IIOCTOsSAHHAas1 TEXHHUYCCKas u opraHu3alviOHHasd
(amMUHUCTpaTUBHAs) TOJACpXKKa (CBOEBpeMEHHAass CMeHa M o0ecreueHue MpPaBUIbHOTO
XpaHeHUs] ¥ TPUMEHEHUs WMEH, TMapoJied, KIodYell mudpoBaHus, IepeonpeneaeHme
nonmHoMounii u T.m.). IlepepbiBBI B paboTe CpeACTB 3alIUTHl MOTYT OBITh HCIOJIb30BaHbBI
3JIOYMBINIJICHHUKAMHU IJId aHaJIM3a MPUMCHACMBIX METOJOB U CPCACTB 3alMTHI, AJId BHCAPCHUSA
CHEUUATbHBIX MPOrPAMMHBIX M anmapaTHbIX '"3aKJIagoK" W JPYyrux CPEeACTB MPEOJ0TEHUS
CUCTEMBI 3alUThI TI0CJIE BOCCTAHOBJIEHUS €€ (PYHKIIMOHUPOBAHUSI.

5.5. CBoeBpeMeHHOCTH

[Ipeanonaraer ympexmaronuii xapaktep Mep oOecreuenus Oe3omacHoctu [1/IH, TO ecThb
MOCTaHOBKY 3afady mo komiiekcHo 3amurte MCII[AH u peanuzanuio mep oOecreueHus
6e3onacuoct [1/In Ha panHux cramusax paspaborku MCIIH B 11e10M U €e CUCTEeMBI 3allUThI
uH(pOpMaIliH, B YaCTHOCTH.

Pa3paboTka cucTemBbl 3alIUTHI JOJDKHA BECTUCh IApPAJIEIBHO C pa3padOTKOM M pa3BUTHEM
caMOl 3amMIIaeMoil cucTteMbl. JTO TMO3BOJIUT y4yecTb TpeOoBaHMs O€30MaCHOCTH NpU
MPOEKTUPOBAHUU APXUTEKTYpPbl M, B KOHEYHOM cueTe, co3aarh Oosiee 3¢ (eKTUBHbIE (KaK IO
3aTpaTaM pecypcoB, TaK U MO CTOHKOCTH) 3alUIIEHHBIE CUCTEMBI.

5.6. IIpeeMCTBEHHOCTb M COBEPIIEHCTBOBAHUE

[IpenmonararoT MOCTOSHHOE COBEPIICHCTBOBAHUE MEP M CPEICTB 3allUThl MHPOpPMAIUU Ha
OCHOBE TMPEEMCTBEHHOCTH OpPraHU3alMOHHBIX M TEXHUYECKUX PEIICHHH, KaIpOBOTO COCTaBa,
ananuza ¢pyaknuonupoBanus UCII/IH u ee cucTeMBbI 3aIIUTHI C YI€TOM U3MEHEHUH B METO/IaX U
cpencTBax ImepexBaTa WH(OpMAIMK, HOPMATUBHBIX TPEOOBaHMI IO 3alIUTE, JTOCTUTHYTOTO
OTEUYECTBEHHOTO U 3apy0eKHOT0 OIbITa B 3TOM 00JIacTH.
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5.7. IlepcoHa/IbHAsi OTBETCTBEHHOCTh

[Ipeanonaraer BO3JI0KEHHUE OTBETCTBEHHOCTH 3a obecreueHue Oe3omacHoctu [1JIH M cuctemsl
X 00pabOTKH Ha KaXJIOr0 COTPYTHUKA B Mpeenax ero MoJHOMOYHA. B COOTBETCTBUU C 3TUM
MPUHITMIIOM pachpeeeHue IpaB U 00S3aHHOCTEH COTPYIHUKOB CTPOUTCS TaKUM 00pazoM,
4TOOBl B Cllydae JIO0Or0 HAapyIIeHUs KPYr BHHOBHHMKOB OBUI YETKO W3BECTEH WJIM CBEACH K
MUHHUMYMY.

5.8. TIpuHIUN MUHUMH3ANUU MOJTHOMOYM A

O3HayaeT MpeaoCTaBICHUE MOJb30BATENSIM MHHUMAJIBHBIX MpaB JOCTyIMa B COOTBETCTBUU C
MIPOU3BOJICTBEHHOW HEOOXOJUMOCThIO, HA OCHOBE MPUHIUIA «BCE, YTO HE pa3pelieHo,
3aIperIeHo.

Hoctyn k IIJIH mOMKEH NTPENOCTaBISATHCS TOJIBKO B TOM Cliydae W OOBEME, €CIH 3TO
HEOOXOIUMO COTPYIHUKY JIJISl BBIMOJIHEHUS €r0 JOHKHOCTHBIX 0053aHHOCTEH.

5.9. B3aumoaeiicTBHE H COTPYAHUYECTBO

[Ipenmonaraer co3gaHue OnarompusTHOW aTMmochepbl B KOJIEKTHBAX MOJpa3AeicHU,
obecnieunBaronux naesrenbHocte UCIAax MIAOVY  «/lerckuit cam Neb», nmns CHUKEHUS
BEPOATHOCTH BOSHUKHOBEHUS HETATUBHBIX JIEHCTBUI CBSI3aHHBIX C UEIOBEYECKUM (HAKTOPOM.

B Taxoif 0o6CcTaHOBKE COTPYIHUKU JIOJIKHBI OCO3HAHHO COOJIIO/IaTh YCTAHOBJIEHHbBIE IIPaBUJIa U
OKa3bIBaTh COACUCTBUE B JESITEIBHOCTH MOPA3/IEIEHUIN TEXHUYECKOH 3aIIUThl HUHPOPMALIUH.

5.10. I'udkocTh cuctembl 3amuThl I1/H

[TpunsTHIE MEpPBl U YCTAHOBJICHHBIE CPEJICTBA 3alUThI, OCOOCHHO B HAYalbHBIM MEPHOJ HX
OKCIUTyaTaI[K, MOTYT 00€CIIeYrBaTh KaK YPE3MEPHBINA, TaK M HEIOCTATOYHBIA YPOBEHB 3aIlUTHI.
Jns obecrieueHrss BO3MOXKHOCTH BapbHpPOBAHHS YPOBHEM 3alllUIIIEHHOCTH, CPEJCTBA 3alUThI
JIOJDKHBI 00J71a71aTh ONpeIeIeHHOM THOKOCThI0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SIBJISIETCSI B TEX
CIIy4asiX, KOTJa YCTAHOBKY CpPEICTB 3allUThl HEOOXOIHMMO OCYIIECTBISATH Ha PabOTaIONIYIO
cHCTEeMy, He Hapyllas Iporecca ee HOpMaJbHOTro (yHKIIMOHUPOBAHUSI.

5.11. OTKpPHITOCTH AJITOPUTMOB U MEXAHU3MOB 3aIIMThI

CyTb NpUHLHKIIA OTKPHITOCTU AITOPUTMOB M MEXAHU3MOB 3aLIUTHl COCTOMT B TOM, YTO 3alllUTa
HE JIOJDKHA 00ecneumBaThCsl TOJBKO 3a CUET CEKPETHOCTH CTPYKTYpHOW OpraHu3aluu |
aNropuTMOB (QYHKIIMOHUPOBAHMSI €€ MOJICUCTEM. 3HaHUE aIrOPUTMOB PabOThl CUCTEMBI 3AIIUThI
HE JIOJDKHO J1aBaTh BO3MOXKHOCTHU €€ MpeoAosieHus (Jaxe aBTopam). OHaKO, 3TO HE O3HAUaeT,
4yTO H(pOPMALIKs 0 KOHKPETHOW CUCTEME 3alllUThl JOJKHA OBITh 0OIEAO0CTYIHA.

5.12. TIpocToTa NpUMeHEHHUsI CPeCTB 3ALUTHI

MexaHu3Mbl 3allUTHl JOJDKHBI ObITh MHTYUTHBHO IOHSTHBI M TPOCTHI B HCIOJIb30BAHUU.
[TprMeHeHne CpeaCTB 3alUThl HEe TOJDKHO ObITh CBA3aHO CO 3HAHHEM CIHEIHATIBHBIX S3BIKOB WU
C BBIMOJHEHUEM JEWUCTBUN, TPeOYIOIIMX 3HAYUTENbHBIX OMOJHUTENIBHBIX TPYAO3aTpaT Mpu
0OBIYHOH paboTe 3aperuCTPUPOBAHHBIX YCTAHOBJIEHHBIM MOPSIKOM IOJI30BaTENeH, a TaKKe He
JIOJKHO TpeOoBaTh OT MOJIb30BATElNs BBINOJIHEHUS PYTUHHBIX MAJOMOHATHBIX €My OIepanui
(BBOJ HECKOJIBKHX Maposield M UMEH U T.JI.).

JlomKHa HOCTUTaThCsd aBTOMATH3aIMs MaKCHMaJIbHOIO 4YHCJIAa JICMCTBUM IIOJIb30BAaTENIe |
agmuauctparopos UCII/IH.

5.13. HayuyHasi 000CHOBAHHOCTH H TEXHUYECKAS PeaTU3yeMoCTh

WNHdopMalnoHHbIE TEXHOJOTMH, TEXHUYECKHE M IMpPOrpaMMHbIE CPEACTBA, CPEJICTBA U MEpHI
3alUThl HTHPOPMAIMK JOKHBI OBITH pealln30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHUS HAyKU U
TE€XHUKH, HAYYHO OOOCHOBaHBI C TOYKU 3PEHMS JOCTHXKEHHUS 33JaHHOTO YPOBHs 0€30IacHOCTH
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uHPOpPMALIMM ¥ JIOJDKHBI COOTBETCTBOBAaTh YCTAaHOBJCHHBIM HOpMaMmM M TpeOOBAaHUSAM TIO
oe3omacuoctu I1/1H.

C3I1/[Jn nomkHa OBITH OPUEHTHPOBAHA HA PEUICHUS, BO3MOXKHBIE PHCKH JUISI KOTOPHIX U MEPHI
NPOTUBOJCHCTBHUSL STHM PHUCKaM IPOILIM BCECTOPOHHIOID TEOPETHYECKYIO M IPAKTUYECKYIO
IIPOBEPKY.

5.14. Cneunanau3auus 4 nNpodeccuoHaTNu3M

[Ipeamonaraer nmpuBiIeYeHHUE K Pa3pabOTKE CPEACTB U peajH3alMd Mep 3allUThl WHPOpMaUn
CHEIMAIM3UPOBAHHBIX OpraHu3alui, Hauboliee TMOArOTOBIEHHBIX K KOHKPETHOMY BHIY
JeSITeIBbHOCTH 10 obecnedeHnto 6e3onacHoctu [1J]H, UMEIOMMX OMBIT MPAKTUYECKON paboTHl U
rOCY/IapCTBEHHYIO JIMIICH3UI0 Ha IMPaBO OKa3aHUS YCIyr B 93Toi oOnactu. Peanmzanus
aIMMHHMCTPAaTUBHBIX MEp U OKCIUIyaTalUs CPEACTB 3alUThl JOJDKHA OCYIIECTBIATHCS
po¢eCCHOHAIBHO TOATOTOBJICHHBIMU criennanuctamu OB (OMCY).

5.15. O0s13aTEIBLHOCTH KOHTPOJISI

[Ipennonaraer 0053aTeNbHOCT M CBOCBPEMEHHOCTb BBISBICHHUS W IIPECEUYEHUS IOIBITOK
HapylIeHHUs YCTAHOBJIEHHBIX IpaBuil obOecrneueHust Oe3zonmacHoctd [I/IH Ha ocHOBe
UCIIOJIb3YEMBIX CUCTEM M CPEJICTB 3aLIUThl HH(MOPMAIIUKU IPU COBEPILIEHCTBOBAHUM KPUTEPUEB U
METO/0B OLEHKH 3(PPEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KOHTpOJIB 3a JACATCIBbHOCTBIO JIF000Tr0 IIOJIB30BATCIIA, KaXXIAO0ro CpciacrBa 3allliTbl UM B
OTHOIIICHUH JIFOOOro 00OBeKTa 3alIUTBI JOJKCH OCYHICCTBIATHCA Ha OCHOBC IMPUMCHCHUA
CpCaACTB OIICPATHUBHOI'O KOHTPOJIA nu peructpanuu u JOJIZKCH OXBAaThbIBATb KaK
HCCAaHKIIMOHUPOBAHHBIC, TAK U CAHKIITMOHUPOBAHHBLIC I[CflCTBI/I?I II0JIb30BaTEIICH.

6. MEPBI, METO/bl 1 CPEJCTBA OBECIIEYEHU A
TPEBYEMOI'O YPOBHSI 3AIIUIIEHHOCTHA

OGecneyenune TpeOyeMOro ypoBHS 3alIUIIEHHOCTH JTOJDKHOCTH JIOCTUTATHCS ¢ UCIIOJIb30BaHUEM
Mep, METOJOB M cpelncTB Oe3omacHocTH. Bce mepwl obecmieuenuss OesomacHoctd MCIT/Ia
MOJPA3NIENIAIOTCS Ha:

— 3aKOHOJIaTeNbHbIE (TPaBOBBIE);

— MOpAJIbHO-ITHUYECKHUE;

— OpraHM3aLMOHHBIE (AIMUHUCTPATUBHBIE);
— (usuueckue;

— TeXHUYecKHe (anmapaTHble U IPOrpaMMHBIE).

HepequL BBI6paHHBIX MEp obecneueHnst 0€30IaCHOCTH OTpaAXKACTCA B IInane MCPOHpI/IHTI/Iﬁ Io
00eCIeUeHHIO 340U THI ICPCOHAJIBHBIX JaHHBIX.

6.1. 3akoHoaaTeibHbIE (IPABOBbIE) MePbI 3AIUTHI

K npaBoBBIM MepaM 3aIUTHl OTHOCATCS IEUCTBYIOIIME B CTPAHE 3aKOHBI, YKa3bl 1 HOPMaTHBHBIE
aKThl, perjJjaMeHTupyomue npasuia oopamenus ¢ [1/IH, 3akpenstomue npaBa U 0053aHHOCTH
YY4aCTHUKOB MH(OPMAIMOHHBIX OTHOIIEHHWH B Tpolecce ee 0OpadOTKM W HMCHOJIb30BaHUS, a
TaK)K€ yCTAHABIMBAIOLIUE OTBETCTBEHHOCTH 3a HApPYIICHMs 3TUX MPaBUJl, NMPENATCTBYS TEM
caMbIM HETpaBOMEpPHOMY Hcrosb3oBaHuio [1/IH 1 sBstoNIMecs caepKUBAOIIUM (aKTOpOM AJist
NOTEHLUAIbHBIX HAPYLIUTENEH.

[TpaBoBbIE Mepbl 3aIIUTHI HOCSAT B OCHOBHOM YIPEXAAIOIMNN, MPOPUIAKTUYECKUN XapaKkTep U
TpeOYIOT TOCTOSHHOM pa3bsICHUTENBHOW pPabOThl € MOJB30BATEISIMH U  OOCITY>KHBAIOLIMM
IIEPCOHAJIOM CHCTEMBI.
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6.2. MopajabHO-ITHYECKHE MEPbI 3aIUThI

K MopanbHO-3THYECKHM MepaM OTHOCSTCS HOPMbI TMOBEAEHHUSA, KOTOPbIE TPaJAULMOHHO
CJIOKWJIMCh WJTH CKJIAJIBIBAIOTCS TI0 Mepe pacnpoctpanenuss OBM B crpane wium obmiectse. DTu
HOPMBI OOJIBLICH YacThIO HE SIBIAIOTCS O0s3aTENIbHBIMH, KaK 3aKOHOJATENIbHO YTBEP>KICHHbBIC
HOPMATHBHBIE AaKThl, OJHAKO, MX HECOONIIOJICHHE BeIeT OOBIYHO K IaJCHHUIO aBTOPUTETA,
MpPEeCTHKa YeJI0BEeKa, TPYMIIbI JIHI WJIM OpraHu3anui. MopallbHO-3TUYECKHUE HOPMBI OBIBAIOT KaK
HenucaHble (Hampumep, OOIIeNpU3HAHHBIE HOPMBI YECTHOCTH, MATPHOTH3MAa M T.I.), TaK U
nucaHble, TO €CTh 0()OpMIICHHBIE B HEKOTOPBIN CBOJ (YCTaB) MPaBUJI HIIM IPEITUCAHUIA.

MopallbHO-3THYECKHE MEphl 3aIIUTHI SBISIOTCS MPO(UIAKTUYECKIMHA B TPEOYIOT MOCTOSTHHOM
paboThl IO CO3/aHUIO 3I0POBOTO MOPAJIBHOIO KJIMMaTa B KOJUIEKTHBAxX IOJpa3/ieicHUN.
MopaJIbHO-ITUYECKHE MEpbl 3aIUMThl CHUKAIOT BEPOSTHOCTh BO3HUKHOBEHUS HETaTUBHBIX
NeHCTBUH CBSI3aHHBIX C YEJIOBEUECKUM (PAKTOPOM.

6.3. Opranu3zannoHHbIe (AAMUHUCTPATHBHBIE) MEPHI 3aLIUTHI

OpranuzanyvoHHble (aAMMUHHUCTPATHBHBIE) MEpPbl 3alUTHl - 3TO MEpbl OpPraHU3alMOHHOTO
XapakTtepa, periaMmeHTHpyomme mnponecchl (yaknuonupoBanus HWCIIIH, wucmons3oBaHue
pecypcoB UCII[IH, pesaTensHOCTh OOCTY>KMBAIOLIEro TMEpCcoHAlla, a TaKkKe MOPIOK
B3auMojieiicTBusi moip3oBareneir ¢ UCII[lH Takum oOpa3om, 4ToObl B HAWOOJBIIEH CTENEHU
3aTPYIHUTh WM HWCKIIOYUTH BO3MOXKHOCTH peaM3allMd yrpo3 Oe30MacHOCTH WM CHHU3UTh
pa3mep MoTePh B CIIyYae UX pealnu3alni.

['maBHas 1enp agMHHUCTPATUBHBIX MEp, NPEANPUHHUMAEMbIX Ha BBICIIEM YIPABICHYECKOM
ypoBHe — chopmupoBarh llomutuky wuHpopmannonnoit 6e3onmacHoctu [1[IH (oTpaxaromryro
NOAXOJbl K 3amuTe MHGOPMAlMH) U OOECHEYUTh €€ BBHIINOJIHEHHE, BBIACSIS HEO0OXOIUMBIC
pecypchl U KOHTPOJIUPYS COCTOSTHHE JIEI.

Peanuzamus [lomutuku unbopmanmonnont Oezonmacuoctu [1/n B MCII[In coctoar u3 mep
aIMUHUCTPATUBHOTO YPOBHS U OPTaHU3AIMOHHBIX (MPOIEAYPHBIX ) MEp 3aIUThI HH(POPMALIHH.

K agMuHUCTpaTMBHOMY YpPOBHIO OTHOCATCS PELICHMS PYKOBOJCTBA, 3aTparuMBarollue
nesitenbHocTh UCII/IH B nenom. DT pemenus 3akperisitores B [lomuTuke nHpopmannoHHON
6e3omacHocTH. [IpuMepom Takux pereHuii MoryT ObITh:

— TMpPHUHATHE peHIeHUusT O (QOPMHUPOBAHUU WM TMEPECMOTPE KOMIUIEKCHOW TPOrpaMMbl
oOecnieuenus 6ezonacHocTH [1/IH, onpeneneHrie OTBETCTBEHHBIX 3a €€ Pean3aluio;

— (opmynupoBaHMe 1€, MOCTaHOBKA 3a/1a4, ONpe/esieHHe HalpaBieHUIl JesTeIbHOCTH B
obnactu 6e3onacHoctH [1/[H;

— TMpPHUHATHE pEHIeHWH MO0 BONpPOCaM peaau3alMd MPOrpaMMbl 0€30MaCHOCTH, KOTOpBIE
paccMaTpuBatoTcsi Ha ypoBHe MY "VYmpasnenue obpazoBanus " agmunuctpanuun MOI'O
"VxT1a" B 1enoM;

— olecnieueHue HOpMATUBHOM (TIPaBOBOIT) 6a3bl BOMPOCOB 0€30MACHOCTH U T.I1.

[TonuTka BepXHEro ypoBHs JOJDKHA UYETKO OYEPTUTHh c(hepy BIUSHHUS U OTPAHUYEHUS IIPH
onpezaeneHuu uneneit 6ezomacHoctu [1/lH, ompenenuTh KakuMu pecypcamu (MaTepuaibHbIE,
nepcoHan) OHM OyayT IOCTUTHYTHI M HaWTH pPa3yMHbIH KOMIIPOMHCC MEXIy MNpHEMIIEMbIM
ypoBHeM Oe3omacHocTH U pyHkImoHabHOCTHIO MCIT/IH.

Ha opranuszaniioHHOM ypOBHE OIpPENEISAIOTCA NPOLEAYPbl M INpaBUiIa JOCTHKEHHS LEIeH U
pemenus 3aaa4u [lonutuku nadopmannonHoi 6e3onacuoctu [1/1H. DTu mpaBuiia onpeaensior:

— KakoBa 00JIaCTh MPUMEHEHHs MOJUTHKH Oe3omacHocTH [1/1H;

— KAaKOBBbI POJIM U OOSI3aHHOCTH JIOJKHOCTHBIX JIMI, OTBEYAIOIINE 3a MPOBEICHUE MOJIUTUKU
6e3onacHoctu I1/IH, a Tak ke X YCTAaHOBUTH OTBETCTBEHHOCTH;

— KTO uMeeT paBa aocryna K [1/1x;

— KaKWMH MEpaMU U cpeacTBamMu oOecrieunBaercs 3ammra [1/]H;
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— KakuMH MEpaMH H CPEICTBaMU O0ECIeYMBACTCS KOHTPOIb 3a COOIOJCHHEM BBEICHHOTO
pexuMa 6e301acHOCTH.

OpF AHU3allMOHHBIC MCPBI JOJIKHBI:

— npeaycMaTpuBaTh perjiamMeHT nH(pOpMaAITMOHHBIX OTHOIIICHUH, HCKITIOYAFOIINX
BO3MOKHOCTh HECAaHKIITMOHMPOBAHHBIX JICHCTBUI B OTHOIIICHUH OOBEKTOB 3aIIIUTHI;

— OINpPEIENATh KOAIULMOHHBIE W HMEPAPXUYECKUE MPUHUUIIBI U METOAbl pa3rpaHUYCHHUS
nocrtyna k [1/1H;

— OmpenensATh TMOPSJAOK paboThl € MPOrpaMMHO-MATEMAaTHYCCKUMH W TEXHUYECKUMHU
(anmmapatHbIe) CpeICTBAMHM 3aITUTHI U KPUTITO3AIIUTHI M IPYTUX 3alTUTHBIX MEXaHU3MOB;

— opranuzoBath Mepsl npoTtuBoaeiicTBuss HCJl monp3oBaTenssMu Ha 3Tanax ayTeHTH(QUKAIINY,
aBTOpHU3ALNM, WICHTH(PHUKAIMN, OOSCICUYNBAOIINX TapaHTUU pealu3alud TpaB |
OTBETCTBEHHOCTHU CyOBEKTOB HH(POPMAIIMOHHBIX OTHOIIICHHA.

B OpraHnu3allMOHHBIC MCPBI JOJIKHBI COCTOATDL HU3:

— pernamenTa gocryna B nomemenust MCIIx;

— TMOPSIOK JIONyCKa COTPYJHUKOB K Hcmnoib3oBaHuio pecypcoB UCII[In MY "Vmnpasnenue
obpazoBanus " anmuaucTpanun MOI'O "Vxra";

— periiaMeHTa [MpOLEeCcCOB BeAeHUs 0a3 JJaHHBIX M OCYIIECTBICHUS MOAH(PUKALUU
MH(OPMALIMOHHBIX PECYPCOB;

— perjaMeHTa MpoLeccOB OOCTY)KMBaHUS M OCYIIECTBICHUS MOAU(UKAIIMU aNMapaTHbIX U
nporpaMMHbIX pecypcoB UCII/IH;

— wuHcTpykiuit  monw3oBateneit UCII[Jn (aamuuuctparopa WCII[AH, amMuHucTparopa
6e3omnacHoctu, onepatopa UCIIn);

— HMHCTPYKUHUS MOJIb30BATEIISI IPU BOBHUKHOBEHUY BHEIITATHBIX CUTYALUH.

6.4. ®uznyeckue Mepbl 3aIUTHI

dusznueckue MCPBI 3allUThl OCHOBAHbI HAa IMMPUMCHCHUU PA3HOI'0 poga MEXaHUYCCKHX, SJICKTPO-
HJIN 3JICKTPOHHO-MCXaHUYCCKUX YCTPOﬁCTB n COOPY)KGHHfl, CIICHHUAJIIBHO MMPCAHA3SHAYCHHBIX JJIA
CO3daHusd (1)I/ISI/I‘I€CKI/IX HpeHHTCTBI/Iﬁ Ha BO3MOXKHBIX INYTAX MIPOHUKHOBCHUA W JOCTYyIla
MOTCHIIMAJIbHBIX HaPYHII/ITeJIGfI K KOMIIOHCHTaM CHUCTEMBI U 3amnmaeM0171 HHq)OpMaHHH, a TaKXKe
TCXHUYCCKHUX CPCACTB BU3YAJIbHOT'O Ha6J'IIO,I[eHI/I$I, CBA3U U OXpaHHOﬁ CUTHaJIM3alliu.

duznyeckas 3aluTa 3JaHUN, NOMEUICHUH, OOBEKTOB M CpPEACTB MH(GOpPMATU3ALUU JIOJIKHA
OCYILIECTBIATBCA IIYTEM YCTAHOBIEHUS COOTBETCTBYIOLIMX IIOCTOB OXPaHbl, C IIOMOIIbIO
TEXHUUYECKHUX CPEICTB OXpaHbl WM JIIOOBIMH JAPYTUMHU CIOCOOaMH, MPEeAOTBPAILAIOIIUMU WU
CYLLIECTBEHHO 3aTPYyAHSIOIIMMH IPOHUKHOBEHHE B 3JaHHE, IOMEILECHHS ITOCTOPOHHUX JIUILL,
XUIIEHNE MH(OPMAIMOHHBIX HOCHUTEJEH, caMHX CpeACTB MH(POpMaTH3aLUH, UCKIIOYAIOIIUMU
HaXO0XJICHUE BHYTPU KOHTPOJIUPYEMOH (OXpaHsAeMOi) 30Hbl TEXHUUECKUX CPEJCTB Pa3BEAKH.

6.5. AnmapaTHo-mporpaMmHble cpeacTBa 3ammThl [1/1n

TexHuueckue (anmapaTHO-NIPOTPaMMHBIE) MeEpbl 3alllUThl OCHOBAaHBI HA MCIIOJB30BAaHUU
Pa3IUYHBIX 3JEKTPOHHBIX YCTPONUCTB U CHEUAIBHBIX Mporpamm, Bxoasmux B coctaB UCII/IH u
BBITTOJIHSOUINX (CAaMOCTOSTENIEHO WIIM B KOMILUIEKCE C IPYTMMHU CpeICTBAaMH) (DYHKIIUH 3aIUTHI
(upeHTHUKAMIO U ayTeHTU(DHUKAIUIO TOJH30BaTENIeH, pa3rpaHUuEHUE JOCTyMa K pecypcam,
perucTpanuo coObITUi, KpUNTOrpaprUecKoe 3aKphITHE UHOOPMAIMH U T.1.).

C yuerom Bcex TpeboBaHui 1 puHIMIOB obecrieuenust 6ezonacHocTH [11n B UCII/IH o Bcem
HANPaBIEHUSM 3aIUTBl B COCTaB CHUCTEMBl 3aIUTBhI JOJKHBI OBITH BKJIIOUEHBI CIEAYIOIIUE
CpeacTBa:

— cpeactBa wuaeHTUUKanuU  (OMO3HABAaHUSA) U ayTeHTUPUKAUUU  (TIOATBEPKICHUS
noaMHHOCTH) nosib3oBateneit UCI/IH;
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— CpCACTBa pa3rpaHUYCHUA [JOCTyla 3apCruCTPUPOBAHHBIX OJIL30BAaTEIE CUCTEMBI K
pecypcam UCITIH MIOY «Jletckuii cag Ne6y;

— cpeacTBa obOecnedeHUs M KOHTPOJIS IEIOCTHOCTH MPOTPAMMHBIX M WH(POPMAIMOHHBIX
pecypcos;

— CpeACTBa ONEPATUBHOIO KOHTPOJIS U PETUCTPALIUU COOBITUI 6E3011aCHOCTH;

— Kpunrorpaduyeckue cpeacrna 3amutsl [1/1H.

YcnemHoe NpUMEHEHHE TEXHUYECKHX CPEICTB 3allUThl HA OCHOBAaHMM MPUHLUIIOB (pazaen 5)
OpernoiaraeT, 4YTo BBHINOJHEHHE IIePEYMCIICHHBIX HIDKE TpeOoBaHuil  obecrmeyeHo
OpPraHU3aIMOHHBIMH  (aIMUHUCTPATUBHBIMH) MEpaMH U HUCIOJIb3yeMbIMH (U3NUYECKUMU
CPEICTBAMU 3aLIUTHI:

— obecniedeHa (pusnueckas meocTHOCTh BceX komnoneHT MCII/IH;

— Kaxnapli cotpynHuk (mosb3oBatenp WCII[AH) wnm rpynma mosjbs3oBareleid  uUMeeT
YHHUKAJIbHOE CHUCTEMHOE UMS U MHHHMMAJIBbHO HEOOXOJUMbIE ISl BBIIOJHEHUS UM CBOUX
(YHKIIMOHATBHBIX 00S3aHHOCTEH MOJIHOMOYHS TI0 JOCTYITY K PeCypcaM CUCTEMBIL;

— B UCII[In MOV «Jlerckuii cam N6y paspaboTka W OTJIaJKa IPOrpaMM OCYIIECTBIISETCS
3a npenenamu UCIIJIH, Ha ucnbITaTeIbHBIX CTCHIAX;

— BCE M3MEHEHHS KOH(PHUIypaluu TeXHUYeCKuX u mporpamMmubix cpeacts MWCIIIn
MIPOU3BOJIATCS CTPOrO YCTAHOBJICHHBIM MOPSAIKOM (PErHCTPUPYIOTCS U KOHTPOJIUPYIOTCS)
TOJILKO HAa OCHOBAaHMH pactiopsikeHuit pykoBoactBa MIOVY «/lerckuit camg Noby;

— cereBoe o00OpyAoBaHHE (KOHIIEHTPATOPBl, KOMMYTATOPbI, MAapHIPyTU3aTOPhl W T.II.)
pacmojaraercsi B MecTaxX, HEJIOCTYIHBIX JIsl MOCTOPOHHUX (CHEIHATbHBIX MOMEHICHUSX,
mKadax, u T.11.);

— cneunanuctaMu MJIOVY «Jletckuii cag Ne6» oCylIeCTBISIETCS] HEIPEPHIBHOE YIIPABICHUE U
aJIMMHHUCTpATUBHAS MOAAEPKKa (PYHKIIMOHUPOBAHUS CPEJICTB 3aIUTHI.

7. KOHTPOJIb DOPEKTUBHOCTHU CUCTEMbI 3AIIUTHI UCIIAn

Kontpons sdpdexrtuBHocTr C3II/IH MOMWKEH OCYIIECTBIAETCS HAa  TEPUOJUYECKON OCHOBE.
Llenbto KOHTpOIS 3(G(EKTUBHOCTH SBISETCS CBOEBPEMEHHOE BBISBIICEHHUE HEHAJIeKalluX
pexumoB pabotel C3IIIH (OTKJIIOUEHHE CPEACTB 3alllUThl, HAPYIIEHUE PEXUMOB 3allUTHI,
HECAaHKIIMOHMPOBAHHOE M3MEHEHHE peXuMa 3allUThl W T.I.), a TaK MPOTHO3UPOBAaHUE U
IIPEBEHTUBHOE pearupoBaHUE HA HOBBIE yrpo3bl Oe3omacHocTH [1/1H.

KouTponbs MokeT mpoBOAUTHCS Kak aaMuHucTparopamu Oe3omacHoctu MCII/IH (omepaTuBHBIN
KOHTpPOJIb B Tporiecce nHpopmanronHoro Bzaumoseicteust B UCIIJ/IH), Tak 1 mpuBIeKaeMbIMU
JUISL 9TOM 1€ KOMIETEHTHBIMM OpraHu3alusiM{, HMEIOLIMMHU JIMIEH3UI0 Ha 3TOT BHJ
nesitenbHoCTH, a Takke DCTIK Poccuu u ®Ch Poccun B npenenax ux KOMIETEHIIUN.

KOHTpOHB MOKET OCYIICCTBIIATHECA aIMUHUCTPATOPOM 0€30IMaCHOCTH Kak C ITOMOIIBIO IITATHBIX
CpCACTB CHUCTEMBI 3alIUThI HI[H, TaK W C IOMOIIBIO CICHHUAJBHBIX IMPOrpaMMHBIX CPCIACTB
KOHTPOJIA.

Ouenka >ddexruBHOCTH Mep 3amuThl [IJIH TPOBOAUTCS C HMCMOIB30BAHUEM TEXHUYECKUX U
MPOTPaMMHBIX CPEJCTB KOHTPOJIA Ha IPEIMET COOTBETCTBUS YCTAHOBJICHHBIM TPEOOBAHUSM.

8. COEPHI OTBETCTBEHHOCTHU 3A BE3OITACHOCTD I1/1n

OTBeTcTBEHHBIM 3a pa3pabOTKy Mep M KOHTpPOJb HaJX oOecreueHHeM Oe30IacHOCTH
NEPCOHAIBHBIX JaHHBIX sBIseTcs pykoBoaurenb MOV «llerckuii cax Ne6». PykoBogurens
MOJET JIeJIerMpoBaTh 4acTh IIOJHOMOYMH IO OOECNe4YeHUI0 Oe30MaCHOCTH MNEePCOHAIbHBIX
JIAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOIHUTENS BKIIOUACT CJCAYIOIIME HAMPAaBICHUS OOeCredeHUs
oe3onacunoctu I1]1H:
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— [InanupoBanue u peanusanus Mep o odecredenuto 6e3onacHoctu I[1/1H;

— Amnanu3 yrpo3 6e3zonacnoctu I1/1H;

— Pa3zpaboTKy, BHeJpeHre, KOHTPOIb UCIIOIHEHUS U MOAepKaHUE B aKTyaJlbHOM COCTOSIHUU
MOJINTUK, PYKOBOJACTB, KOHIIECTLHUN, MPOLEAYpP, PEriJaMeHTOB, WHCTPYKLUHUA U JPYrHX
OpPTraHU3aIMOHHBIX JTOKYMEHTOB 110 00ECTIEYEHUI0 OE30IIaCHOCTH;

— Kontpouns 3ammmennoctu UT undpactpykrypsr MJIOY «/lerckuii cag Ne6» ot yrpo3 b
yTeM;

— Oo6yuenue u unpopmupoBanue nonbzoBatenerd UCIIIH, o mopsake paborsl ¢ [ u
CPEICTBaMH 3aIUTBHI;

— IlpenotBpaiienue, BbIBICHUE, pearnpoBaHUEe U paccieloBaHNe HApYyIIeHUNH 0e30MacHOCTH
I11n.

[Ipu B3aMMOIEUCTBUU CO CTOPOHHMMH OpPraHU3alUSIMHU B CIy4asix, KOTJla COTPYAHUKAM 3THUX
OpraHM3alii MpeAocTaBisieTcs JOCTym K oObekTam 3amuTthl  (pasgen 3), ¢ OSTUMHU
OpraHM3alUsIMHU JODKHO OBITh 3aKkiioueHo «CornameHue O KOHPHUACHIUATBHOCTHY, JTHOO
«Cornamenue o coonroaeHnu pexkuma 6ezornacuoctu I11a npu BeimonaeHnun padot B UCITIa».

9. MOAEJIb HAPYHIUTEJIA BE3OITACHOCTH

[Ton napymmutenem B OB (OMCY) nonumaetcst 1110, KOTOPOE B Pe3yabTaTe yMBIIUIEHHBIX
WJIH HeYMBITINICHHBIX JCHCTBHI MOXKET HaHECTH ymepOd oObekTaM 3anuThl (paszmen 3).

Hapymurenu noppaszgensitorcs no npusHaky npunamiexHoctu k MCII/IH. Bce nHapymwurenu
JIETIATCS HA ABE TPYIIIbI:

— BHeIIHHe HAPyHIMTeJu — (QU3MYECKUEe IUIa, HEe HUMEIOUIMe MpaBa NpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIMPYEMOM 30HBI, B MpefesaXx KOTOpOH pa3MemaeTcs o0opyaoBaHHE
NCTI/H;

— BHYTPEeHHHE HapymuTeJu — (Qu3nYecKkue Inia, WMEIOIUMEe MpaBo MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIMPYEMOM 30HBI, B Mpenaeiax KOTOpOil pasmemiaercs 000pyIOBaHUE
NCIIdn.

Knaccudukanusa napymwureneil npeacrapieHa B Mojenu yrpo3 0€30MacHOCTH MEePCOHATBHBIX
naHabIxX Kakaon MCIIIH.

10. MOAEJIBb YIT'PO3 BE3OITACHOCTHA

Hnsa UCITAa MOV «Jletckuii can Ne6y» BBIACISIOTCS CIEAYIOIIME OCHOBHBIE KATETOPUU YIPO3
0€30MacHOCTH NIEPCOHATBHBIX JaHHBIX:

1. er03bl OT YTCUKHU 10 TCXHUYCCKHUM KaHaJlaM.

2. YTpo3bl HECAaHKIIMOHUPOBAHHOTO JOCTYIA K HH(POpMAIIHH:

— VYrpo3bl YHUUTOXKEHMs, XuleHus anmnapatHelx cpeacts UCIIAn HocuTeneilt nndopmanmu
nyreM ¢usndeckoro goctymna k anementam UCI/IH.

— VYTrpo3bl XUIEHNS, HECAHKIIMOHUPOBAHHONW MOTU(PHUKAIIMY WK OJIOKUPOBaHUS HH(POpMaLUN
3a cyer HecaHKuuoHupoBaHHoro jgoctyna (HCJ]) ¢ mnpumeHeHneM mporpaMMHO-
anmapaTHeIX M TPOrpaMMHBIX CPEACTB (B TOM YHCJIE MPOrPaMMHO-MAaTeMaTHYECKUX
BO3JICUCTBUH).

— Vrpo3sl He NpeIHAMEPEeHHBIX JACWCTBUU TMOJbB30BaTeNell W HapylmeHUd O0e30macHOCTH
¢byaxkumonupoBanus WCII[Imx u C3II[Jn B ee cocraBe m3-3a COOEB B MPOTPaMMHOM
o0ecrieueHnr, a TakXke OT Yrpo3 HE aHTPOMOTreHHOro (cOoeB ammapaTypsl U3-3a
HEHAJIe)KHOCTH DJIEMEHTOB, COOEB AJIEKTPONMHUTAHMS) M CTUXHIHOrO (yZapoB MOJHHM,
M0KapoB, HABOJHEHUH U T.I1.) XapakTepa.

— VYTrpo3sl IpeAHAMEPEHHBIX ACHCTBUN BHYTPEHHUX HAPYIIATEIECH.

— VYTIpo3bl HECAHKIIMOHUPOBAHHOI'O JOCTYIIA IO KaHajaM CBS3H.
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OHI/IcaHI/Ie yTpO3, BGpOﬂTHOCTB nux peanmaunn, OITIACHOCTh U aKTyaHLHOCTB HpeI[CTaBJIeHI:I B
Mopenu yrpo3 6€30nmacHOCTH TIEpCOHATBHBIX JaHHBIX Kakaon UCITJIH.

11. MEXAHUM3M PEAJIM3AIIMU KOHLIEIIINUN

Peaﬂmaunﬂ KOHHCHHI/II/I JOJDKHa OCYHIECTBJIATHCA Ha OCHOBC IIEPCICKTUBHBIX IIPOrpamMm M
IJIAHOB, KOTOPBIC COCTABJIAKOTCA HAa OCHOBAHUHU U BO UCITIOJIHCHUC!

— (denepanbHBIX 3aKOHOB B 00J1aCTH 00ecreueHrss ”HPOPMAITMOHHON 0€30TTaCHOCTH | 3aIUThHI
nHpopManuu;

— mnocranosienuil IIpasurenscrBa Poccuiickon @enepanny;

— PYKOBOJSIIMX, OPTaHU3AIMOHHO-PACHIOPSIUTEIBHBIX W METOAMYECKUX JIOKyMEHTOB
®CTOK Poccun;

— mnotpebHocteit UCIIJIH B cpeacTBax odecredeHus: 6€301macHOCTH HHGOPMAIIHH.

12. O KUJIAEMBIN D®®EKT OT PEAJU3ALNA KOHLIENLUU
Peammzanms Konnenmuu 6e3onacuoctu I[1/{a B UCITIH mo3BosuT:

— OoIeHUTh coctosinue 6e3onacHocT nHpopmarmu UCII/IH, BBISIBUTH HCTOYHUKH BHYTPEHHUX
U BHENIHUX Yrpo3 HH(GOPMALMOHHON 0€30HMacHOCTH, ONPEAETUTbh NPHUOPUTETHHIE
HaIlpaBJICHUs IPEAOTBPALICHUS, OTPAXKEHUS U HEUTPAIU3ALUU ITUX YTPO3;

— paszpaboraTb pacnopsiiuTeIbHbIE u HOPMaTHUBHO-METOAUYECKUE JIOKYMEHTBI
npuMenutensHo k UCIT/IH;

— mpoBecTH kinaccupukanuio u ceprupukanuio MCI/IH;

— TMPOBECTH OPraHU3aLMOHHO-PEKUMHBIE U TEXHUYECKHE MEPONPUSITHUSI MO OOECIIEUEHUIO
6e3omacuoctu [1/1a 8 UCIIdH;

— obecneuuTh HeOOXOAUMBIH YpPOBEHb 6€30IIaCHOCTH OOBEKTOB 3aIUTHI.

OcylecTBI€HHEe O3TUX  MEPONPUATHN  OOECIeYyuT CO3AaHME €IUHOM, IEeNOCTHOW U
CKOOPJIMHUPOBAHHOM cucTteMbl uHpopmarmonnoit 6e3onacHoctu MCIIJIH u co3mact ycnoBus
JUTSL €€ JallbHEHIIIero COBEPIICHCTBOBAHMS.

13. CIHUCOK HUCITIOJIb3OBAHHbBIX UCTOYHUKOB

OCHOBHBIMU HOPMATUBHO-IPABOBBIMHU W  MCTOAWMYCCKHUMHU JOKYMCHTaAMM, Ha KOTOPBIX
633preTC$[ HacTOAgIIas KOHLICHI_II/IH SABJIAKOTCA:

1.  ®enepanbhbiif 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHaJIbHBIX JaHHBIX» (fajee —
®3 «O mnepcoHaNbHBIX JAHHBIX»), YCTAHABIMUBAIOIIUNA OCHOBHBIC MPHUHIMIBI U YCIOBHS
o6pabotku [1/1H, mpaBa, 00s3aHHOCTH U OTBETCTBEHHOCTh YYACTHUKOB OTHOIIEHUM, CBS3aHHBIX
¢ obpadotkoii I[1/1H.

2.  «Ilonoxenue 006 obecrieueHNN OE30TTACHOCTH TIEPCOHABHBIX JAHHBIX IPU UX 00pa0dOTKE B
WH(GOPMALIMOHHBIX CHUCTEMaX NEPCOHANBHBIX MJAaHHBIX», YTBepkAeHHoe [locTtaHoBIEeHHEM
[TpaButensctBa PO ot 17.11.2007 r. Ne 781.

3.  «llopsmox mnpoBeneHus kiaccu(UKauud WHGOPMALMOHHBIX CHCTEM IE€PCOHAIBHBIX
JTaHHBIX», yTBepkKAeHHbIN coBMecTHBIM [Ipukazom @CTIK Poccun Ne 55, ®Ch Poccun Ne 86 u
Munundopmcesszu PO Ne 20 ot 13.02.2008 .

4.  «llonoxenne 06 0COOEHHOCTSIX 00PAOOTKHU MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON O€3
WCIIONIb30BaHUs CPEJICTB aBTOMATU3alUNy, yTBepxkaeHHoe [locranoBnennem [IpaButenscrea PO
ot 15.09.2008 T. Ne 687.

5. «TpebGoBanust K MarepUalbHBIM HOCUTEISIM OMOMETPHUUECKUX IMEPCOHATIBHBIX NaHHBIX U
TEXHOJIOTUSIM XPAHEHUS TaKWX JIaHHBIX BHE WH(QOPMAIMOHHBIX CHCTEM IEPCOHATBHBIX
JaHHBIX», yTBep:kAeHHbIe [locTranoBienueM [IpaButenscrBa PD ot 06.07.2008 r. Ne 512.
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6. HopmaTtuBHO-MeTonnyeckue nokyMeHTbl DenepanbHO CioyXkObl MO TEXHUYECKOMY U
JKCTepTHOMY KOHTpoJito Poccuiickoit @enepanun (nanee - ®CTOK Poccun) mo obecrieueHunto
oe3omacuoctu [1/]x pu ux obpadotke B UCII/IH:

7.  Pexomenpmanuu 1o oOecreueHHIO O€30IaCHOCTH TEPCOHANBHBIX JAHHBIX MPU  HX
00paboTke B WH(OPMALMOHHBIX CHUCTEMaX IEPCOHATBHBIX IaHHBIX, YTB. 3aM. IUPEKTOpa
OCTIK Poccun 15.02.08 r. (JICIT)

8.  OcHOBHbBIE MEPONPUATHUS IO OPraHU3ANHN U TEXHUYECKOMY OOECIIEYCHUIO 0e301acHOCTH
NEepCOHATBHBIX JIAaHHBIX, 00pabaThIBaeMbIX B HH(MOPMAIMOHHBIX CHCTEMax I€PCOHATBHBIX
naHHbIX, YTB. 3am. qupekropa @CTOK Poccun 15.02.08 r. (ACII)

9. baszoBasg Monenp yrpo3 0€30MaCHOCTH IEPCOHAIBHBIX MNAHHBIX IpU HMX 00paboTke B
UH(POPMALIMOHHBIX CHUCTEMaX IMEPCOHATBHBIX JaHHBIX, YTB. 3aMm. nupekropa PCTOK Poccun
15.02.08 r. (ZACII)

10. Meronuka onpeneneHus akKTyalbHbIX YTPO3 O€30HaCHOCTH IIEPCOHATBHBIX JAHHBIX IPU UX
00paboTke B MH(POPMALMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX TaHHBIX, yTB. 3aM. IUPEKTOpa
OCTIK Poccun 15.02.08 r. (JACII)
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